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Summary

CVE CVE-2008-0085

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-08 23:41:00 UTC

Updated 2019-02-28 00:59:00 UTC

Description SQL Server 7.0 SP4, 2000 SP4, 2005 SP1 and SP2, 2000 Desktop Engine (MSDE 2000) SP4, 2005 Express Edition SP1 and SP2, and 2000 Desktop Engine (WMSDE); Microsoft Data Engine (MSDE) 1.0 SP4; and Internal Database (WYukon) SP2 does not initialize memory pages when reallocating memory, which allows database operators to obtain sensitive information (database contents) via unknown vectors related to memory page reuse.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Data Engine 1.0 sp4 All All

Application Microsoft Data Engine 1.0 sp4 All All

Application Microsoft Sql Server 2000 sp4 All All

Application Microsoft Sql Server 2000 sp4 All All

Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 express All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 express All

Application Microsoft Sql Server 7.0 sp4 All All

Application Microsoft Sql Server 2000 sp4 All All

Application Microsoft Sql Server 2000 sp4 All All

Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 All All
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Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 All All

Application Microsoft Sql Server 2005 sp1 express All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 All All

Application Microsoft Sql Server 2005 sp2 express All

Application Microsoft Sql Server 7.0 sp4 All All

Application Microsoft Sql Server Desktop Engine 2000 sp4 All All

Application Microsoft Sql Server Desktop Engine 2000 sp4 All All

Operating System Microsoft Windows 2003 Server - sp1 All All

Operating System Microsoft Windows 2003 Server - sp2 All All

Operating System Microsoft Windows 2003 Server - sp1 All All

Operating System Microsoft Windows 2003 Server - sp2 All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 - sp2 All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 - sp2 All All

Application Microsoft Wmsde 2000 All All All

Application Microsoft Wmsde 2000 All All All

Application Microsoft Wyukon All sp2 All All

Application Microsoft Wyukon All sp2 All All

Application Microsoft Wyukon All sp2 All All

Application Microsoft Wyukon All sp2 All All

References

Reference
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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