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Summary

CVE CVE-2008-0145

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-08 19:46:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description Unspecified vulnerability in glob in PHP before 4.4.8, when open_basedir is enabled, has unknown impact and attack vectors. 

Risk And Classification

Problem Types: CWE-264 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

References

Reference Source Link

PHP: PHP 4 ChangeLog CONFIRM www.php.net

Slackware update for php4 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

PHP Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

PHP Bugs: #41655: open_basedir bypass via glob() CONFIRM bugs.php.net

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

PHP: PHP 4.4.8 Release Announcement CONFIRM www.php.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2008-0145/mitre
https://cve.report/CVE-2008-0145/nist
https://cve.report/CVE-2008-0145/cve_org
https://cve.report/api/cve/CVE-2008-0145.json
https://cve.report/CVE-2008-0145.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.php.net/ChangeLog-4.php
http://secunia.com/advisories/28936
http://www.vupen.com/english/advisories/2008/0059
http://secunia.com/advisories/28318
http://bugs.php.net/bug.php?id=41655
https://exchange.xforce.ibmcloud.com/vulnerabilities/39401
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.335136
http://www.php.net/releases/4_4_8.php
https://www.cve.org/CVERecord?id=CVE-2008-0145
https://nvd.nist.gov/vuln/detail/CVE-2008-0145


Red Hat 2008-01-10 Joshua Bressers Red Hat does not consider this to be a security issue. Regression introduced break glob() functionality, but does not bypass security restrictions. Furthermore, &quot;open_basedir&quot; bypass issues are not treated as security sensitive as described at https://bugzilla.redhat.com/show_bug.cgi?id=169857#c1 and http://www.php.net/security-note.php

There are currently no legacy QID mappings associated with this CVE.
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