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Summary

CVE CVE-2008-0166

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-13 17:20:00 UTC

Updated 2022-02-02 14:59:00 UTC

Description OpenSSL 0.9.8c-1 up to versions before 0.9.8g-9 on Debian-based operating systems uses a random number generator that generates predictable numbers, which makes it easier for remote attackers to conduct brute force guessing attacks against cryptographic keys.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Openssl Openssl 0.9.8c-1 All All All

Application Openssl Openssl 0.9.8d All All All

Application Openssl Openssl 0.9.8e All All All

Application Openssl Openssl 0.9.8f All All All

Application Openssl Openssl 0.9.8g All All All

Application Openssl Project Openssl 0.9.8c-1 All All All

Application Openssl Project Openssl 0.9.8c-2 All All All

Application Openssl Project Openssl 0.9.8c-3 All All All

Application Openssl Project Openssl 0.9.8c-4 All All All

Application Openssl Project Openssl 0.9.8c-5 All All All

Application Openssl Project Openssl 0.9.8c-6 All All All

Application Openssl Project Openssl 0.9.8c-7 All All All

Application Openssl Project Openssl 0.9.8c-8 All All All
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Application Openssl Project Openssl 0.9.8c-8 All All All

Application Openssl Project Openssl 0.9.8c-9 All All All

Application Openssl Project Openssl 0.9.8d-1 All All All

Application Openssl Project Openssl 0.9.8d-2 All All All

Application Openssl Project Openssl 0.9.8d-3 All All All

Application Openssl Project Openssl 0.9.8d-4 All All All

Application Openssl Project Openssl 0.9.8d-5 All All All

Application Openssl Project Openssl 0.9.8d-6 All All All

Application Openssl Project Openssl 0.9.8d-7 All All All

Application Openssl Project Openssl 0.9.8d-8 All All All

Application Openssl Project Openssl 0.9.8d-9 All All All

Application Openssl Project Openssl 0.9.8e-1 All All All

Application Openssl Project Openssl 0.9.8e-2 All All All

Application Openssl Project Openssl 0.9.8e-3 All All All

Application Openssl Project Openssl 0.9.8e-4 All All All

Application Openssl Project Openssl 0.9.8e-5 All All All

Application Openssl Project Openssl 0.9.8e-6 All All All

Application Openssl Project Openssl 0.9.8e-7 All All All

Application Openssl Project Openssl 0.9.8e-8 All All All

Application Openssl Project Openssl 0.9.8e-9 All All All

Application Openssl Project Openssl 0.9.8f-1 All All All

Application Openssl Project Openssl 0.9.8f-2 All All All

Application Openssl Project Openssl 0.9.8f-3 All All All

Application Openssl Project Openssl 0.9.8f-4 All All All

Application Openssl Project Openssl 0.9.8f-5 All All All

Application Openssl Project Openssl 0.9.8f-6 All All All

Application Openssl Project Openssl 0.9.8f-7 All All All

Application Openssl Project Openssl 0.9.8f-8 All All All

Application Openssl Project Openssl 0.9.8f-9 All All All

Application Openssl Project Openssl 0.9.8g-1 All All All

Application Openssl Project Openssl 0.9.8g-2 All All All

Application Openssl Project Openssl 0.9.8g-3 All All All

Application Openssl Project Openssl 0.9.8g-4 All All All

Application Openssl Project Openssl 0.9.8g-5 All All All

Application Openssl Project Openssl 0.9.8g-6 All All All

Application Openssl Project Openssl 0.9.8g-7 All All All
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Application Openssl Project Openssl 0.9.8g-8 All All All

Application Openssl Project Openssl 0.9.8g-9 All All All

Application Openssl Project Openssl 0.9.8c-1 All All All

Application Openssl Project Openssl 0.9.8c-2 All All All

Application Openssl Project Openssl 0.9.8c-3 All All All

Application Openssl Project Openssl 0.9.8c-4 All All All

Application Openssl Project Openssl 0.9.8c-5 All All All

Application Openssl Project Openssl 0.9.8c-6 All All All

Application Openssl Project Openssl 0.9.8c-7 All All All

Application Openssl Project Openssl 0.9.8c-8 All All All

Application Openssl Project Openssl 0.9.8c-9 All All All

Application Openssl Project Openssl 0.9.8d-1 All All All

Application Openssl Project Openssl 0.9.8d-2 All All All

Application Openssl Project Openssl 0.9.8d-3 All All All

Application Openssl Project Openssl 0.9.8d-4 All All All

Application Openssl Project Openssl 0.9.8d-5 All All All

Application Openssl Project Openssl 0.9.8d-6 All All All

Application Openssl Project Openssl 0.9.8d-7 All All All

Application Openssl Project Openssl 0.9.8d-8 All All All

Application Openssl Project Openssl 0.9.8d-9 All All All

Application Openssl Project Openssl 0.9.8e-1 All All All

Application Openssl Project Openssl 0.9.8e-2 All All All

Application Openssl Project Openssl 0.9.8e-3 All All All

Application Openssl Project Openssl 0.9.8e-4 All All All

Application Openssl Project Openssl 0.9.8e-5 All All All

Application Openssl Project Openssl 0.9.8e-6 All All All

Application Openssl Project Openssl 0.9.8e-7 All All All

Application Openssl Project Openssl 0.9.8e-8 All All All

Application Openssl Project Openssl 0.9.8e-9 All All All

Application Openssl Project Openssl 0.9.8f-1 All All All

Application Openssl Project Openssl 0.9.8f-2 All All All

Application Openssl Project Openssl 0.9.8f-3 All All All

Application Openssl Project Openssl 0.9.8f-4 All All All

Application Openssl Project Openssl 0.9.8f-5 All All All

Application Openssl Project Openssl 0.9.8f-6 All All All

Application Openssl Project Openssl 0.9.8f-7 All All All
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Application Openssl Project Openssl 0.9.8f-7 All All All

Application Openssl Project Openssl 0.9.8f-8 All All All

Application Openssl Project Openssl 0.9.8f-9 All All All

Application Openssl Project Openssl 0.9.8g-1 All All All

Application Openssl Project Openssl 0.9.8g-2 All All All

Application Openssl Project Openssl 0.9.8g-3 All All All

Application Openssl Project Openssl 0.9.8g-4 All All All

Application Openssl Project Openssl 0.9.8g-5 All All All

Application Openssl Project Openssl 0.9.8g-6 All All All

Application Openssl Project Openssl 0.9.8g-7 All All All

Application Openssl Project Openssl 0.9.8g-8 All All All

Application Openssl Project Openssl 0.9.8g-9 All All All

References
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-13 Mark J Cox Not vulnerable. This flaw was caused by a third-party vendor patch to the OpenSSL library. This patch has never been used by Red Hat, and this issue therefore does not affect any Fedora, Red Hat, or upstream supplied OpenSSL packages.

There are currently no legacy QID mappings associated with this CVE.
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