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CVE CVE-2008-0177
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-02-07 22:00:00 UTC
Updated 2023-11-07 02:01:00 UTC

Description The ipcomp6_input function in sys/netinet6/ipcomp_input.c in the KAME project before 20071201 does not properly check t
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kame Ipcomp All All All All
Application Kame Ipcomp All All All All
Reference

Apple iPhone / iPod touch Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityTracker.com Archives - KAME IPv6 Stack Can Be Crashed By Remote Users Sending an IPv6 Packet Containing an IPComp Header
FreeBSD-SA-08:04

Webmail - OVH

KAME Project "ipcomp6_input()" Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

500 Internal Server Error

Apple Mac OS X "ipcomp6_input()" Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com
File not found - GitHub

Webmail - OVH

APPLE-SA-2008-07-11 iPhone 2.0 and iPod touch 2.0

KAME Project IPv6 IPComp Header Denial Of Service Vulnerability
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https://cve.report/CVE-2008-0177/mitre
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http://cve.report/software/kame/ipcomp
http://cve.report/vendor/kame
http://cve.report/software/kame/ipcomp
http://secunia.com/advisories/31074
http://securitytracker.com/id?1019314
http://security.freebsd.org/advisories/FreeBSD-SA-08:04.ipsec.asc
http://www.vupen.com/english/advisories/2008/0688
http://secunia.com/advisories/28788
http://www.vupen.com/english/advisories/2008/1697
http://www.kame.net/dev/cvsweb2.cgi/kame/kame/sys/netinet6/ipcomp_input.c.diff?r1=1.36;r2=1.37
http://secunia.com/advisories/29130
http://www.kame.net/dev/cvsweb2.cgi/kame/kame/sys/netinet6/ipcomp_input.c.diff?r1=1.36%253Br2=1.37
http://www.vupen.com/english/advisories/2008/0441
http://lists.apple.com/archives/security-announce/2008//Jul/msg00001.html
http://www.securityfocus.com/bid/27642

NetBSD "ipcomp6_input()" Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com

US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities

Apple Mac OS X xnu <= 1228.3.13 ipv6-ipcomp Remote kernel DoS PoC

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

FreeBSD update for ipsec - Advisories - Secunia

US-CERT Vulnerability Note VU#110947

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3

CVS log for src/sys/netinet6/ipcomp_input.c

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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