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CVE-2008-0226

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2008-01-10 23:46:00 UTC

2019-12-17 20:26:00 UTC

Multiple buffer overflows in yaSSL 1.7.5 and earlier, as used in MySQL and possibly other products, allow remote attackers

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Mac Os X 10.5.4 All All All
Apple Mac Os X 10.5.4 All All All
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 6.10 All All All
Canonical Ubuntu Linux 7.04 All All All
Canonical Ubuntu Linux 7.10 All All All
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 6.10 All All All
Canonical Ubuntu Linux 7.04 All All All
Canonical Ubuntu Linux 7.10 All All All
Debian Debian Linux 5.0 All All All
Debian Debian Linux 5.0 All All All
Mysql Mysql 5.0.0 All All All
Mysql Mysql 5.0.1 All All All
Mysql Mysql 5.0.10 All All All
Mysql Mysql 5.0.15 All All All
Mysal Mysal 5.0.16 All All All


https://cve.report/
https://cve.report/CVE-2008-0226/mitre
https://cve.report/CVE-2008-0226/nist
https://cve.report/CVE-2008-0226/cve_org
https://cve.report/api/cve/CVE-2008-0226.json
https://cve.report/CVE-2008-0226.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql

Mysql

Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql

Mysaql

5.0.17

5.0.2

5.0.20

5.0.24

5.0.3

5.0.30

5.0.36

5.04

5.0.44

5.0.5

5.0.54

5.0.56

5.0.60

5.0.66

5.0.0

5.0.1

5.0.10

5.0.15

5.0.16

5.0.17

5.0.2

5.0.20

5.0.24

5.0.3

5.0.30

5.0.36

5.0.4

5.0.44

5.0.5

5.0.54

5.0.56

5.0.60

5.0.66

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/software/mysql/mysql

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Mysql
Mysql
Mysql
Mysql
Mysql
Mysaql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql

Mysql

5.0.23

5.0.25

5.0.26

5.0.28

5.0.30

5.0.32

5.0.34

5.0.36

5.0.38

5.0.40

5.0.41

5.0.42

5.0.44

5.0.45

5.0.46

5.0.48

5.0.50

5.0.50

5.0.51

5.0.52

5.0.56

5.0.58

5.0.60

5.0.62

5.0.64

5.0.66

5.1

5.1.1

5.1.10

5.1.11

5.1.12

5.1.13

5.1.14

5.1.15

5.1.16

All
All
All
All
spi
All
All
sp1
All
All
All
All
sp1
All
All
All
All
sp1
All
All
sp1
All
sp1
All
All
sp1
All
All
All
All
All
All
All
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysaql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql
Mysql

Mysql

5.1.17

5.1.18

5.1.19

5.1.2

5.1.20

5.1.21

5.1.22

5.0.23

5.0.25

5.0.26

5.0.28

5.0.30

5.0.32

5.0.34

5.0.36

5.0.38

5.0.40

5.0.41

5.0.42

5.0.44

5.0.45

5.0.46

5.0.48

5.0.50

5.0.50

5.0.51

5.0.52

5.0.56

5.0.58

5.0.60

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
sp1
All
All
sp1
All
All
All
All
sp1
All
All
All
All
sp1
All
All
sp1
All

sp1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql

Application Oracle Mysq| 5.0.62 All All All

Application Oracle Mysql 5.0.64 All All All

Application Oracle Mysql 5.0.66 sp1 All All

Application Oracle Mysql 5.1 All All All

Application Oracle Mysql 5.1.1 All All All

Application Oracle Mysql 5.1.10 All All All

Application Oracle Mysaql 5.1.11 All All All

Application Oracle Mysql 5.1.12 All All All

Application Oracle Mysql 5.1.13 All All All

Application Oracle Mysql 5.1.14 All All All

Application Oracle Mysql 5.1.15 All All All

Application Oracle Mysql 5.1.16 All All All

Application Oracle Mysql 5.1.17 All All All

Application Oracle Mysq| 5.1.18 All All All

Application Oracle Mysql 5.1.19 All All All

Application Oracle Mysaql 5.1.2 All All All

Application Oracle Mysaql 5.1.20 All All All

Application Oracle Mysq| 5.1.21 All All All

Application Oracle Mysql 5.1.22 All All All

Application Oracle Mysql 5.1.3 All All All

Application Oracle Mysaql 5.1.4 All All All

Application Oracle Mysql 5.1.6 All All All

Application Oracle Mysql 51.7 All All All

Application Oracle Mysql 5.1.8 All All All

Application Oracle Mysql 5.1.9 All All All

Application Yassl Yassl All All All All

Reference Source
Multiple vulnerabilities in yaSSL 1.7.5 - SecurityReason.com SREASON
yaSSL Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
MySQL Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
yaSSL Multiple Remote Buffer Overflow Vulnerabilities BID
MySQL Bugs: #33814: Pre-auth buffer-overflow in mySQL through yaSSL CONFIRM
Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA
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http://securityreason.com/securityalert/3531
http://secunia.com/advisories/28324
http://secunia.com/advisories/28419
http://www.securityfocus.com/bid/27140
http://bugs.mysql.com/33814
http://secunia.com/advisories/32222
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About Security Update 2008-007 CONFIRM
USN-588-1: MySQL vulnerabilities | Ubuntu UBUNTU
SecurityFocus BUGTRAQ
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Debian -- Security Information -- DSA-1478-1 mysql-dfsg-5.0 DEBIAN
IBM X-Force Exchange XF
SecurityFocus BUGTRAQ
APPLE-SA-2008-10-09 Security Update 2008-007 APPLE
Debian update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
MySQL :: MySQL 5.1 Reference Manual :: C.1.9 Changes in MySQL 5.1.23 (29 January 2008) CONFIRM
Advisories | Mandriva MANDRIVA
IBM X-Force Exchange XF

Ubuntu update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Webmail - OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD

< s e e 0

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-01-11 Mark J Cox  Not vulnerable. This issue did not affect versions of MySQL as shipped with Red Hat Enterprise

|

4] |

There are currently no legacy QID mappings associated with this CVE.
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