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CVE CVE-2008-0252
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2008-01-12 02:46:00 UTC
Updated 2018-10-15 21:58:00 UTC
Description Directory traversal vulnerability in the _get_file_path function in (1) lib/sessions.py in CherryPy 3.0.x up to 3.0.2, (2) filter/se

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cherrypy Cherrypy All All All All
Application Cherrypy Cherrypy All All All All

References

Reference Source
Gentoo update for cherrypy - Secunia.com SECUNIA
CherryPy Cookie Session Id Information Disclosure Vulnerability BID
[1775] - CherryPy - Trac CONFIRM
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
#744 (Malicious cookies may allow access to files outside the session directory) - CherryPy - Trac CONFIRM
[SECURITY] Fedora 7 Update: python-cherrypy-2.2.1-8.fc7 FEDORA
SecurityFocus BUGTRAQ
CherryPy: Directory traversal vulnerability — Gentoo Linux Documentation GENTOO
CherryPy Session Id Directory Traversal Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
rPath update for CherryPy - Advisories - Secunia SECUNIA
Debian -- Security Information -- DSA-1481-1 python-cherrypy DEBIAN
Fedora update for python-cherrypy - Advisories - Secunia SECUNIA

Link

secunia.c
WWW.Sec
www.che
WWW.vUp
www.che
www.red|
WWW.Sec
security.
secunia.c
secunia.c
www.dek

secunia.c


https://cve.report/
https://cve.report/CVE-2008-0252/mitre
https://cve.report/CVE-2008-0252/nist
https://cve.report/CVE-2008-0252/cve_org
https://cve.report/api/cve/CVE-2008-0252.json
https://cve.report/CVE-2008-0252.pdf
http://cve.report/vendor/cherrypy
http://cve.report/software/cherrypy/cherrypy
http://cve.report/vendor/cherrypy
http://cve.report/software/cherrypy/cherrypy
http://secunia.com/advisories/28620
http://www.securityfocus.com/bid/27181
http://www.cherrypy.org/changeset/1775
http://www.vupen.com/english/advisories/2008/0039
http://www.cherrypy.org/ticket/744
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00297.html
http://www.securityfocus.com/archive/1/487001/100/0/threaded
http://security.gentoo.org/glsa/glsa-200801-11.xml
http://secunia.com/advisories/28354
http://secunia.com/advisories/28611
http://www.debian.org/security/2008/dsa-1481
http://secunia.com/advisories/28353

Debian update for python-cherrypy - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA  secunia.c
[1776] - CherryPy - Trac CONFIRM  www.che
Gentoo Bug 204829 - dev-python/cherrypy < 3.0.2-r1 Directory traversal via malicious cookie (CVE-2008-0252) CONFIRM  bugs.gen
[SECURITY] Fedora 8 Update: python-cherrypy-2.2.1-8.fc8 FEDORA www.red|
[1774] - CherryPy - Trac CONFIRM  www.che
issues.rpath.com/browse/RPL-2127 CONFIRM  issues.rp
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.¢
« | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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