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Summary

CVE CVE-2008-0303

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-29 02:44:00 UTC

Updated 2009-03-13 05:31:00 UTC

Description The FTP print feature in multiple Canon printers, including imageRUNNER and imagePRESS, allow remote attackers to use the server as an inadvertent proxy via a modified PORT command, aka FTP bounce.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Canon I-sensys lbp3360 All All All

Application Canon I-sensys lbp3460 All All All

Application Canon I-sensys lbp5360 All All All

Application Canon I-sensys lbp3360 All All All

Application Canon I-sensys lbp3460 All All All

Application Canon I-sensys lbp5360 All All All

Application Canon Imagepress c1 All All All

Application Canon Imagepress c1 All All All

Application Canon Imagerunner 105plus All All All

Application Canon Imagerunner 2230 All All All

Application Canon Imagerunner 2270 All All All

Application Canon Imagerunner 2570c All All All

Application Canon Imagerunner 2570ci All All All

Application Canon Imagerunner 2870 All All All

Application Canon Imagerunner 3025 All All All

Application Canon Imagerunner 3025n All All All

Application Canon Imagerunner 3035 All All All
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Application Canon Imagerunner 3035 All All All

Application Canon Imagerunner 3035n All All All

Application Canon Imagerunner 3045 All All All

Application Canon Imagerunner 3045n All All All

Application Canon Imagerunner 3170c All All All

Application Canon Imagerunner 3170ci All All All

Application Canon Imagerunner 3180c All All All

Application Canon Imagerunner 3180ci All All All

Application Canon Imagerunner 3530 All All All

Application Canon Imagerunner 3570 All All All

Application Canon Imagerunner 4570 All All All

Application Canon Imagerunner 5055 All All All

Application Canon Imagerunner 5055n All All All

Application Canon Imagerunner 5065 All All All

Application Canon Imagerunner 5065n All All All

Application Canon Imagerunner 5075 All All All

Application Canon Imagerunner 5075n All All All

Application Canon Imagerunner 5570 All All All

Application Canon Imagerunner 5800c All All All

Application Canon Imagerunner 5800cn All All All

Application Canon Imagerunner 6570 All All All

Application Canon Imagerunner 6800c All All All

Application Canon Imagerunner 6800cn All All All

Application Canon Imagerunner 7086 All All All

Application Canon Imagerunner 7095 All All All

Application Canon Imagerunner 7095p All All All

Application Canon Imagerunner 7105 All All All

Application Canon Imagerunner 8070 All All All

Application Canon Imagerunner 85plus All All All

Application Canon Imagerunner c2380i All All All

Application Canon Imagerunner c2620 All All All

Application Canon Imagerunner c2620n All All All

Application Canon Imagerunner c2880 All All All

Application Canon Imagerunner c2880i All All All

Application Canon Imagerunner c3220n All All All

Application Canon Imagerunner c3380 All All All
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Application Canon Imagerunner c3380i All All All

Application Canon Imagerunner c4080i All All All

Application Canon Imagerunner c4580i All All All

Application Canon Imagerunner c5185i All All All

Application Canon Imagerunner c5870 All All All

Application Canon Imagerunner c5870i All All All

Application Canon Imagerunner c5880 All All All

Application Canon Imagerunner c5880i All All All

Application Canon Imagerunner c6870i All All All

Application Canon Imagerunner c6880 All All All

Application Canon Imagerunner c6880i All All All

Application Canon Imagerunner clc4040 All All All

Application Canon Imagerunner clc5151 All All All

Application Canon Imagerunner 105plus All All All

Application Canon Imagerunner 2230 All All All

Application Canon Imagerunner 2270 All All All

Application Canon Imagerunner 2570c All All All

Application Canon Imagerunner 2570ci All All All

Application Canon Imagerunner 2870 All All All

Application Canon Imagerunner 3025 All All All

Application Canon Imagerunner 3025n All All All

Application Canon Imagerunner 3035 All All All

Application Canon Imagerunner 3035n All All All

Application Canon Imagerunner 3045 All All All

Application Canon Imagerunner 3045n All All All

Application Canon Imagerunner 3170c All All All

Application Canon Imagerunner 3170ci All All All

Application Canon Imagerunner 3180c All All All

Application Canon Imagerunner 3180ci All All All

Application Canon Imagerunner 3530 All All All

Application Canon Imagerunner 3570 All All All

Application Canon Imagerunner 4570 All All All

Application Canon Imagerunner 5055 All All All

Application Canon Imagerunner 5055n All All All

Application Canon Imagerunner 5065 All All All

Application Canon Imagerunner 5065n All All All
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Application Canon Imagerunner 5065n All All All

Application Canon Imagerunner 5075 All All All

Application Canon Imagerunner 5075n All All All

Application Canon Imagerunner 5570 All All All

Application Canon Imagerunner 5800c All All All

Application Canon Imagerunner 5800cn All All All

Application Canon Imagerunner 6570 All All All

Application Canon Imagerunner 6800c All All All

Application Canon Imagerunner 6800cn All All All

Application Canon Imagerunner 7086 All All All

Application Canon Imagerunner 7095 All All All

Application Canon Imagerunner 7095p All All All

Application Canon Imagerunner 7105 All All All

Application Canon Imagerunner 8070 All All All

Application Canon Imagerunner 85plus All All All

Application Canon Imagerunner c2380i All All All

Application Canon Imagerunner c2620 All All All

Application Canon Imagerunner c2620n All All All

Application Canon Imagerunner c2880 All All All

Application Canon Imagerunner c2880i All All All

Application Canon Imagerunner c3220n All All All

Application Canon Imagerunner c3380 All All All

Application Canon Imagerunner c3380i All All All

Application Canon Imagerunner c4080i All All All

Application Canon Imagerunner c4580i All All All

Application Canon Imagerunner c5185i All All All

Application Canon Imagerunner c5870 All All All

Application Canon Imagerunner c5870i All All All

Application Canon Imagerunner c5880 All All All

Application Canon Imagerunner c5880i All All All

Application Canon Imagerunner c6870i All All All

Application Canon Imagerunner c6880 All All All

Application Canon Imagerunner c6880i All All All

Application Canon Imagerunner clc4040 All All All

Application Canon Imagerunner clc5151 All All All

Application Canon Imagerunner 2620 All All All All
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Application Canon Imagerunner 2620 All All All All

Application Canon Imagerunner 5000i All All All All

Application Canon Imagerunner 5000i All All All All

Application Canon Imagerunner 5020 All All All All

Application Canon Imagerunner 5020 All All All All

Application Canon Imagerunner 6870 All All All All

Application Canon Imagerunner 6870 All All All All

Application Canon Imagerunner 8500 All All All All

Application Canon Imagerunner 8500 All All All All

Application Canon Imagerunner 9070 All All All All

Application Canon Imagerunner 9070 All All All All

Application Canon Imagerunner C3200 All All All All

Application Canon Imagerunner C3200 All All All All

Application Canon Imagerunner C3220 All All All All

Application Canon Imagerunner C3220 All All All All

Application Canon Imagerunner C6800 All All All All

Application Canon Imagerunner C6800 All All All All

References

Reference Source Link

US-CERT Vulnerability Note VU#568073 CERT-VN www.kb.cert.org

ITSO: 20080229 Canon MFD FTP bounce attack MISC itso.iu.edu

JVNDB-2008-000013 JVNDB jvndb.jvn.jp

Multiple Canon Multifunction Printers FTP Bounce Vulnerability BID www.securityfocus.com

JVN#10056705 FTP bounce vulnerability in multiple Canon digital multifunction copiers and laser beam printers JVN jvn.jp

imageRUNNER Printers Enable FTP Bounce Attacks - SecurityTracker SECTRACK securitytracker.com

Page Not Found CONFIRM www.usa.canon.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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