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CVE CVE-2008-0304
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-29 19:44:00 UTC
Updated 2017-09-29 01:30:00 UTC
Description Heap-based buffer overflow in Mozilla Thunderbird before 2.0.0.12 and SeaMonkey before 1.1.8 might allow remote attacke
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All

References |
Reference Source
Sun Solaris Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIL
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
MFSA 2008-12: Heap buffer overflow in external MIME bodies CONFIR
Ubuntu update for thunderbird - Advisories - Secunia SECUNI.
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Fedora update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNI.

20080226 Mozilla Thunderbird MIME External-Body Heap Overflow Vulnerability IDEFEN:!
Slackware update for mozilla-thunderbird - Advisories - Secunia SECUNI.
239546 SUNALE
Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNI.
Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation GENTO(
US-CERT Vulnerability Notes CERT-VI
Support / Security / Advisories / / MDVSA-2008:062 | Mandriva MANDRI
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USN-582-2: Thunderbird regression | Ubuntu UBUNTL
The Slackware Linux Project: Slackware Security Advisories SLACKWV
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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