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Summary

CVE CVE-2008-0309

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-28 20:44:00 UTC

Updated 2011-03-08 03:04:00 UTC

Description Stack-based buffer overflow in Symantec Decomposer, as used in certain Symantec antivirus products including Symantec Scan Engine 5.1.2 and other versions before 5.1.6.31, allows remote attackers to execute arbitrary code or cause a denial of service (application crash) via a malformed RAR file to the Internet Content Adaptation Protocol (ICAP) port (1344/tcp).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Scan Engine All All All All

Application Symantec Symantec Antivirus Filtering Domino Mpe All All aix All

Application Symantec Symantec Antivirus Filtering Domino Mpe All All linux All

Application Symantec Symantec Antivirus Filtering Domino Mpe All All solaris All

Application Symantec Symantec Antivirus Network Attached Storage All All All All

Application Symantec Symantec Antivirus Scan Engine All All All All

Application Symantec Symantec Antivirus Scan Engine Caching All All All All

Application Symantec Symantec Antivirus Scan Engine Clearswift All All All All

Application Symantec Symantec Antivirus Scan Engine For Microsoft Sharepoint All All All All

Application Symantec Symantec Antivirus Scan Engine For Ms Isa All All All All

Application Symantec Symantec Antivirus Scan Engine Messaging All All All All

Application Symantec Symantec Mail Security For Microsoft Exchange All All All All

Application Symantec Symantec Mail Security For Microsoft Exchange All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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