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CVE CVE-2008-0312
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-04-08 17:05:00 UTC
Updated 2017-08-08 01:29:00 UTC

Description Stack-based buffer overflow in the AutoFix Support Tool ActiveX control 2.7.0.1 in SYMADATA.DLL in multiple Symantec N
i

/ ]

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Symantec Norton 360 1.0 All All All
Application Symantec Norton 360 1.0 All All All
Application Symantec Norton Antivirus 2006 All All All
Application Symantec Norton Antivirus 2007 All All All
Application Symantec Norton Antivirus 2008 All All All
Application Symantec Norton Antivirus 2006 All All All
Application Symantec Norton Antivirus 2007 All All All
Application Symantec Norton Antivirus 2008 All All All
Application Symantec Norton Internet Security 2006 All All All
Application Symantec Norton Internet Security 2007 All All All
Application Symantec Norton Internet Security 2008 All All All
Application Symantec Norton Internet Security 2006 All All All
Application Symantec Norton Internet Security 2007 All All All
Application Symantec Norton Internet Security 2008 All All All
Application Symantec Norton System Works 2006 All All All
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Application Symantec Norton System Works 2007 All All All
Application Symantec Norton System Works 2008 All All All
Application Symantec Norton System Works 2006 All All All
Application Symantec Norton System Works 2007 All All All
Application Symantec Norton System Works 2008 All All All
Reference

Symantec AutoFix Support Tool 'SYMADATA.DLL' ActiveX Control Remote Buffer Overflow Vulnerability

IBM X-Force Exchange

SecurityTracker.com Archives - Norton AntiVirus 'SYMADATA.DLL' ActiveX Control Bugs Let Remote Users Execute Arbitrary Code
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Symantec Products AutoFix Support Tool ActiveX Control Two Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityTracker.com Archives - Norton Internet Security 'SYMADATA.DLL' ActiveX Control Bugs Let Remote Users Execute Arbitrary Code
SecurityTracker.com Archives - Norton System Works 'SYMADATA.DLL' ActiveX Control Bugs Let Remote Users Execute Arbitrary Code
20080402 Symantec Norton Internet Security 2008 ActiveX Control Buffer Overflow Vulnerability

Symantec Security Center

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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