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Summary

CVE CVE-2008-0313

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-08 17:05:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description The ActiveDataInfo.LaunchProcess method in the SymAData.ActiveDataInfo.1 ActiveX control 2.7.0.1 in SYMADATA.DLL in multiple Symantec Norton products including Norton 360 1.0, AntiVirus 2006 through 2008, Internet Security 2006 through 2008, and System Works 2006 through 2008, does not properly determine the location of the AutoFix Tool, which allows remote attackers to execute arbitrary code via a remote (1) WebDAV or (2) SMB share.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Norton 360 1.0 All All All

Application Symantec Norton 360 1.0 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 2007 All All All

Application Symantec Norton Antivirus 2008 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 2007 All All All

Application Symantec Norton Antivirus 2008 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Internet Security 2007 All All All

Application Symantec Norton Internet Security 2008 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Internet Security 2007 All All All

Application Symantec Norton Internet Security 2008 All All All

Application Symantec System Works 2006 All All All

Application Symantec System Works 2007 All All All

Application Symantec System Works 2008 All All All
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Application Symantec System Works 2008 All All All

Application Symantec System Works 2006 All All All

Application Symantec System Works 2007 All All All

Application Symantec System Works 2008 All All All
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Symantec Security Center

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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