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Summary

CVE CVE-2008-0318

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-12 20:00:00 UTC

Updated 2011-03-07 05:00:00 UTC

Description Integer overflow in the cli_scanpe function in libclamav in ClamAV before 0.92.1, as used in clamd, allows remote attackers to cause a denial of service and possibly execute arbitrary code via a crafted Petite packed PE file, which triggers a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav All All All All

References

Reference Source Link

Fedora update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

404 Not Found CONFIRM kolab.org

About Security Update 2008-002 CONFIRM docs.info.apple.com

20080212 ClamAV libclamav PE File Integer Overflow Vulnerability IDEFENSE labs.idefense.com

Debian update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Clam AntiVirus Integer Overflow in Processing PE Files Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Debian -- Security Information -- DSA-1497-1 clamav DEBIAN www.debian.org

Webmail - OVH VUPEN www.vupen.com

SUSE update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 8 Update: clamav-0.92.1-1.fc8 FEDORA www.redhat.com

[security-announce] SUSE Security Summary Report SUSE-SR:2008:004 SUSE lists.opensuse.org

Webmail | OVH- OVH VUPEN www.vupen.com

https://cve.report/
https://cve.report/CVE-2008-0318/mitre
https://cve.report/CVE-2008-0318/nist
https://cve.report/CVE-2008-0318/cve_org
https://cve.report/CVE-2008-0318.pdf
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://secunia.com/advisories/28913
http://kolab.org/security/kolab-vendor-notice-19.txt
http://docs.info.apple.com/article.html?artnum=307562
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=658
http://secunia.com/advisories/28949
http://securitytracker.com/id?1019394
http://www.debian.org/security/2008/dsa-1497
http://www.vupen.com/english/advisories/2008/0606
http://secunia.com/advisories/29001
http://secunia.com/advisories/29048
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00481.html
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00008.html
http://www.vupen.com/english/advisories/2008/0503


Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SourceForge.net: Clam AntiVirus: Files CONFIRM sourceforge.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

ClamAV: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO security.gentoo.org

ClamAV Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Security Advisories | Mandriva Linux MANDRIVA www.mandriva.com

ClamAV Heap Corruption and Integer Overflow Vulnerabilities BID www.securityfocus.com

Gentoo udpate for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 7 Update: clamav-0.92.1-1.fc7 FEDORA www.redhat.com

Kolab Server ClamAV Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Security update for clamav CONFIRM support.novell.com

APPLE-SA-2008-03-18 Security Update 2008-002 APPLE lists.apple.com

Gentoo Bug 209915 - app-antivirus/clamav < 0.92.1 multiple vulnerabilities (CVE-2008-0318,CVE-2008-0728) CONFIRM bugs.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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