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CVE CVE-2008-0374
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-01-22 20:00:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description OKI C5510MFP Printer CU H2.15, PU 01.03.01, System F/W 1.01, and Web Page 1.00 sends the configuration of the print

/ |

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-319 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2008-0374/mitre
https://cve.report/CVE-2008-0374/nist
https://cve.report/CVE-2008-0374/cve_org
https://cve.report/api/cve/CVE-2008-0374.json
https://cve.report/CVE-2008-0374.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Oki C5510mfp - All All All
Operating System Oki C5510mfp Firmware 1.01 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

OKI C5510MFP Configuration Interface Security Issues - Advisories - Secunia  af854a3a-2127-422b-91ae-364da2661108 secunia.com
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforc
OKI C5510MFP Printer Unauthorized Access Vulnerability af854a3a-2127-422b-91ae-364da2661108  www.securityfo
SecurityFocus af854a3a-2127-422b-91ae-364da2661108  www.securityfo
OKI C5510MFP Printer Password Disclosure - SecurityReason.com af854a3a-2127-422b-91ae-364da2661108  securityreason.
Home - Compass Security af854a3a-2127-422b-91ae-364da2661108 www.csnc.ch
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/vendor/oki
http://cve.report/software/oki/c5510mfp
http://cve.report/vendor/oki
http://cve.report/software/oki/c5510mfp_firmware
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/28553
https://exchange.xforce.ibmcloud.com/vulnerabilities/39775
http://www.securityfocus.com/bid/27339
http://www.securityfocus.com/archive/1/486511/100/0/threaded
http://securityreason.com/securityalert/3569
http://www.csnc.ch/en/modules/news/news_0004.html_1394092626.html
https://www.cve.org/CVERecord?id=CVE-2008-0374
https://nvd.nist.gov/vuln/detail/CVE-2008-0374

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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