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Summary

CVE CVE-2008-0411

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-28 21:44:00 UTC

Updated 2018-10-15 21:59:00 UTC

Description Stack-based buffer overflow in the zseticcspace function in zicc.c in Ghostscript 8.61 and earlier allows remote attackers to execute arbitrary code via a postscript (.ps) file containing a long Range array in a .seticcspace operator.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All alpha All

Operating System Debian Debian Linux 4.0 All amd64 All

Operating System Debian Debian Linux 4.0 All arm All
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Operating System Debian Debian Linux 4.0 All arm All

Operating System Debian Debian Linux 4.0 All hppa All

Operating System Debian Debian Linux 4.0 All ia-32 All

Operating System Debian Debian Linux 4.0 All ia-64 All

Operating System Debian Debian Linux 4.0 All m68k All

Operating System Debian Debian Linux 4.0 All mips All

Operating System Debian Debian Linux 4.0 All mipsel All

Operating System Debian Debian Linux 4.0 All powerpc All

Operating System Debian Debian Linux 4.0 All s-390 All

Operating System Debian Debian Linux 4.0 All sparc All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All alpha All

Operating System Debian Debian Linux 3.1 All amd64 All

Operating System Debian Debian Linux 3.1 All arm All

Operating System Debian Debian Linux 3.1 All hppa All

Operating System Debian Debian Linux 3.1 All ia-32 All

Operating System Debian Debian Linux 3.1 All ia-64 All

Operating System Debian Debian Linux 3.1 All m68k All

Operating System Debian Debian Linux 3.1 All mips All

Operating System Debian Debian Linux 3.1 All mipsel All

Operating System Debian Debian Linux 3.1 All ppc All

Operating System Debian Debian Linux 3.1 All s-390 All

Operating System Debian Debian Linux 3.1 All sparc All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All alpha All

Operating System Debian Debian Linux 4.0 All amd64 All

Operating System Debian Debian Linux 4.0 All arm All

Operating System Debian Debian Linux 4.0 All hppa All

Operating System Debian Debian Linux 4.0 All ia-32 All

Operating System Debian Debian Linux 4.0 All ia-64 All

Operating System Debian Debian Linux 4.0 All m68k All

Operating System Debian Debian Linux 4.0 All mips All

Operating System Debian Debian Linux 4.0 All mipsel All

Operating System Debian Debian Linux 4.0 All powerpc All

Operating System Debian Debian Linux 4.0 All s-390 All

Operating System Debian Debian Linux 4.0 All sparc All
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Application Ghostscript Ghostscript 0 All All All

Application Ghostscript Ghostscript 8.0.1 All All All

Application Ghostscript Ghostscript 8.15 All All All

Application Ghostscript Ghostscript 0 All All All

Application Ghostscript Ghostscript 8.0.1 All All All

Application Ghostscript Ghostscript 8.15 All All All

Application Ghostscript Ghostscript All All All All

Operating System Mandrakesoft Mandrakesoft Corporate Server 3.0_x86_64 All All All

Operating System Mandrakesoft Mandrakesoft Corporate Server 4.0_x86_64 All All All

Operating System Mandrakesoft Mandrakesoft Corporate Server 3.0_x86_64 All All All

Operating System Mandrakesoft Mandrakesoft Corporate Server 4.0_x86_64 All All All

Operating System Mandrakesoft Mandrake Linux 2007 All All All

Operating System Mandrakesoft Mandrake Linux 2007.0_x86_64 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All x86-64 All

Operating System Mandrakesoft Mandrake Linux 2008.0 All All All

Operating System Mandrakesoft Mandrake Linux 2008.0 All x86-64 All

Operating System Mandrakesoft Mandrake Linux 2007 All All All

Operating System Mandrakesoft Mandrake Linux 2007.0_x86_64 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All All All

Operating System Mandrakesoft Mandrake Linux 2007.1 All x86-64 All

Operating System Mandrakesoft Mandrake Linux 2008.0 All All All

Operating System Mandrakesoft Mandrake Linux 2008.0 All x86-64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 4.0 All All All

Operating System Redhat Desktop 3.0 All All All

Operating System Redhat Desktop 4.0 All All All

Operating System Redhat Desktop 3.0 All All All

Operating System Redhat Desktop 4.0 All All All

Operating System Redhat Enterprise Linux 5 All server All

Operating System Redhat Enterprise Linux as_3 All All All

Operating System Redhat Enterprise Linux as_4 All All All

Operating System Redhat Enterprise Linux es_3 All All All

Operating System Redhat Enterprise Linux es_4 All All All
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Operating System Redhat Enterprise Linux es_4 All All All

Operating System Redhat Enterprise Linux ws_3 All All All

Operating System Redhat Enterprise Linux ws_4 All All All

Operating System Redhat Enterprise Linux 5 All server All

Operating System Redhat Enterprise Linux as_3 All All All

Operating System Redhat Enterprise Linux as_4 All All All

Operating System Redhat Enterprise Linux es_3 All All All

Operating System Redhat Enterprise Linux es_4 All All All

Operating System Redhat Enterprise Linux ws_3 All All All

Operating System Redhat Enterprise Linux ws_4 All All All

Operating System Redhat Enterprise Linux Desktop 5 All client All

Operating System Redhat Enterprise Linux Desktop 5 All client All

Operating System Redhat Enterprise Linux Desktop Workstation 5 All client All

Operating System Redhat Enterprise Linux Desktop Workstation 5 All client All

Operating System Rpath Rpath Linux 1 All All All

Operating System Rpath Rpath Linux 1 All All All

Operating System Suse Novell Linux Pos 9 All All All

Operating System Suse Novell Linux Pos 9 All All All

Operating System Suse Open Suse 10.2 All All All

Operating System Suse Open Suse 10.3 All All All

Operating System Suse Open Suse 10.2 All All All

Operating System Suse Open Suse 10.3 All All All

Operating System Suse Suse Linux 10 sp1 enterprise_desktop All

Operating System Suse Suse Linux 10 sp1 enterprise_server All

Operating System Suse Suse Linux 10.1 All ppc All

Operating System Suse Suse Linux 10.1 All x86 All

Operating System Suse Suse Linux 10.1 All x86_64 All

Operating System Suse Suse Linux 9.0 All enterprise_server All

Operating System Suse Suse Linux 10 sp1 enterprise_desktop All

Operating System Suse Suse Linux 10 sp1 enterprise_server All

Operating System Suse Suse Linux 10.1 All ppc All

Operating System Suse Suse Linux 10.1 All x86 All

Operating System Suse Suse Linux 10.1 All x86_64 All

Operating System Suse Suse Linux 9.0 All enterprise_server All

Operating System Suse Suse Open Enterprise Server 0 All All All

Operating System Suse Suse Open Enterprise Server 0 All All All
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Debian -- Security Information -- DSA-1510-1 ghostscript DEBIAN www.debian.org
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SecurityFocus BUGTRAQ www.securityfocus.com

Slackware update for ghostscript - Advisories - Secunia SECUNIA secunia.com

Ghostscript Stack Overflow in zseticcspace() Lets Remote Users Execute Arbitrary Codes - SecurityTracker SECTRACK www.securitytracker.com

Advisories:rPSA-2008-0082 - rPath Wiki CONFIRM wiki.rpath.com
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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