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CVE CVE-2008-0412
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2008-02-08 22:00:00 UTC
Updated 2023-11-07 02:01:00 UTC
Description The browser engine in Mozilla Firefox before 2.0.0.12, Thunderbird before 2.0.0.12, and SeaMonkey before 1.1.8 allows rel

1|

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All

References |
Reference Source
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Advisories:rPSA-2008-0051 - rPath Wiki CONFIRM
Sun Solaris Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Fedora update for firefox, seamonkey, gtkmozembedmm, and Miro - Advisories - Secunia SECUNIA
rPath update for thunderbird - Advisories - Secunia SECUNIA
MFSA 2008-01: Crashes with evidence of memory corruption (rv:1.8.1.12) CONFIRM
Webmail - OVH VUPEN
Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Support / Security / Advisories / / MDVSA-2008:048 | Mandriva MANDRIVA
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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http://secunia.com/advisories/30620
http://www.vupen.com/english/advisories/2008/2091/references
http://www.mandriva.com/security/advisories?name=MDVSA-2008:048
http://secunia.com/advisories/28758

Debian -- Security Information -- DSA-1484-1 xulrunner

Netscape Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityTracker.com Archives - Mozilla Firefox Bugs in Browser Engine Let Remote Users Execute Arbitrary Code
rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Ubuntu update for thunderbird - Advisories - Secunia

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 8 Update: thunderbird-2.0.0.12-1.fc8

rhn.redhat.com | Red Hat Support

Yahoo

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-1489-1 iceweasel

[SECURITY] Fedora 8 Update: gtkmozembedmm-1.4.2.cvs20060817-18.fc8

SecurityFocus

SecurityFocus

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 7 Update: thunderbird-2.0.0.12-1.fc7

[SECURITY] Fedora 8 Update: seamonkey-1.1.8-1.fc8

Security update for epiphany

SUSE update for epiphany - Advisories - Secunia

Debian update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

Fedora update for firefox, seamonkey, and gtkmozembedmm - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian update for icedove - Secunia Advisories - Vulnerability Intelligence - Secunia.com

[SECURITY] Fedora 7 Update: firefox-2.0.0.12-1.fc7

SecurityFocus
Webmail - OVH
Bug List
Webmail - OVH

Debian -- Security Information -- DSA-1506-1 iceape

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rhn.redhat.com | Red Hat Support

Fedora update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla Thunderbird/Seamonkey/Firefox 2.0.0.11 Multiple Remote Vulnerabilities

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Slackware update for mozilla-thunderbird - Advisories - Secunia

Debian -- Security Information -- DSA-1485-2 icedove
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https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00905.html
http://www.redhat.com/support/errata/RHSA-2008-0104.html
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http://www.securityfocus.com/archive/1/487826/100/0/threaded
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https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00946.html
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00309.html
http://support.novell.com/techcenter/psdb/6251b18e050302ebe7fe74294b55c818.html
http://secunia.com/advisories/29567
http://secunia.com/advisories/28879
http://secunia.com/advisories/28939
http://secunia.com/advisories/28865
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00274.html
http://www.securityfocus.com/archive/1/488971/100/0/threaded
http://www.vupen.com/english/advisories/2008/0454/references
https://bugzilla.mozilla.org/buglist.cgi?bug_id=398088%252C393141%252C364801%252C346405%252C396613%252C394337%252C406290
http://www.vupen.com/english/advisories/2008/0627/references
http://www.debian.org/security/2008/dsa-1506
http://secunia.com/advisories/28766
http://www.redhat.com/support/errata/RHSA-2008-0105.html
http://secunia.com/advisories/29167
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http://secunia.com/advisories/28754
http://secunia.com/advisories/29211
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Issues.rpath.com/browse/RFPL-1995 CONFIRM

239546 SUNALERT
Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO
Support / Security / Advisories / / MDVSA-2008:062 | Mandriva MANDRIVA
238492 SUNALERT
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
[security-announce] SUSE Security Announcement: Mozilla Firefox and Seam SUSE
Advisories:rPSA-2008-0093 - rPath Wiki CONFIRM
Debian update for iceape - Advisories - Secunia SECUNIA
Bug List CONFIRM
USN-582-1: Thunderbird vulnerabilities | Ubuntu UBUNTU
Repository / Oval Repository OVAL
Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Advisories:rPSA-2008-0093 - rPath Wiki CONFIRM
USN-582-2: Thunderbird regression | Ubuntu UBUNTU
USN-576-1: Firefox vulnerabilities | Ubuntu UBUNTU
Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
SUSE update for MozillaFirefox and seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
The Slackware Linux Project: Slackware Security Advisories SLACKWARE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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