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Summary

CVE CVE-2008-0413

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-08 22:00:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The JavaScript engine in Mozilla Firefox before 2.0.0.12, Thunderbird before 2.0.0.12, and SeaMonkey before 1.1.8 allows remote attackers to cause a denial of service (crash) and possibly trigger memory corruption via (1) a large switch statement, (2) certain uses of watch and eval, (3) certain uses of the mousedown event listener, and other vectors.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

USN-576-1: Firefox vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

Advisories:rPSA-2008-0093 - rPath Wiki af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1489-1 iceweasel af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 8 Update: thunderbird-2.0.0.12-1.fc8 af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

Yahoo af854a3a-2127-422b-91ae-364da2661108

issues.rpath.com/browse/RPL-1995 af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1485-2 icedove af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation af854a3a-2127-422b-91ae-364da2661108

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

sunsolve.sun.com/search/document.do af854a3a-2127-422b-91ae-364da2661108

Debian update for icedove - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

MFSA 2008-01: Crashes with evidence of memory corruption (rv:1.8.1.12) af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1484-1 xulrunner af854a3a-2127-422b-91ae-364da2661108

Support / Security / Advisories / / MDVSA-2008:048 | Mandriva af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Mozilla Thunderbird/Seamonkey/Firefox 2.0.0.11 Multiple Remote Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Fedora update for firefox, seamonkey, and gtkmozembedmm - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Fedora update for firefox, seamonkey, gtkmozembedmm, and Miro - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 8 Update: seamonkey-1.1.8-1.fc8 af854a3a-2127-422b-91ae-364da2661108

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 8 Update: gtkmozembedmm-1.4.2.cvs20060817-18.fc8 af854a3a-2127-422b-91ae-364da2661108

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2008/0453/references
http://www.ubuntu.com/usn/usn-576-1
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0093
http://www.debian.org/security/2008/dsa-1489
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00905.html
http://www.vupen.com/english/advisories/2008/0627/references
http://browser.netscape.com/releasenotes/
https://issues.rpath.com/browse/RPL-1995
http://www.securityfocus.com/archive/1/487826/100/0/threaded
http://www.debian.org/security/2008/dsa-1485
http://www.securityfocus.com/archive/1/488971/100/0/threaded
http://www.gentoo.org/security/en/glsa/glsa-200805-18.xml
http://secunia.com/advisories/30620
http://secunia.com/advisories/28877
http://sunsolve.sun.com/search/document.do?assetkey=1-26-239546-1
http://secunia.com/advisories/28865
http://www.mozilla.org/security/announce/2008/mfsa2008-01.html
http://www.securityfocus.com/archive/1/488002/100/0/threaded
http://www.debian.org/security/2008/dsa-1484
http://www.mandriva.com/security/advisories?name=MDVSA-2008:048
http://www.vupen.com/english/advisories/2008/2091/references
http://secunia.com/advisories/28818
http://www.securityfocus.com/bid/27683
http://secunia.com/advisories/28939
http://secunia.com/advisories/28924
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00309.html
http://www.redhat.com/support/errata/RHSA-2008-0104.html


[SECURITY] Fedora 8 Update: gtkmozembedmm-1.4.2.cvs20060817-18.fc8 af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 7 Update: thunderbird-2.0.0.12-1.fc7 af854a3a-2127-422b-91ae-364da2661108

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

sunsolve.sun.com/search/document.do af854a3a-2127-422b-91ae-364da2661108

Debian update for iceape - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

rPath update for thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

SecurityTracker.com Archives - Mozilla Firefox Bugs in JavaScript Engine Let Remote Users Execute Arbitrary Code af854a3a-2127-422b-91ae-364da2661108

USN-582-1: Thunderbird vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

Support / Security / Advisories / / MDVSA-2008:062 | Mandriva af854a3a-2127-422b-91ae-364da2661108

Advisories:rPSA-2008-0093 - rPath Wiki af854a3a-2127-422b-91ae-364da2661108

Bug List af854a3a-2127-422b-91ae-364da2661108

The Slackware Linux Project: Slackware Security Advisories af854a3a-2127-422b-91ae-364da2661108

Slackware update for mozilla-thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

Advisories:rPSA-2008-0051 - rPath Wiki af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1506-1 iceape af854a3a-2127-422b-91ae-364da2661108

Debian update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

SUSE update for MozillaFirefox and seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 7 Update: firefox-2.0.0.12-1.fc7 af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Netscape Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Sun Solaris Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Fedora update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for thunderbird - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

USN-582-2: Thunderbird regression | Ubuntu af854a3a-2127-422b-91ae-364da2661108

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Announcement: Mozilla Firefox and Seam af854a3a-2127-422b-91ae-364da2661108

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00381.html
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00946.html
http://secunia.com/advisories/28808
http://secunia.com/advisories/28815
http://secunia.com/advisories/28766
http://secunia.com/advisories/28754
http://sunsolve.sun.com/search/document.do?assetkey=1-26-238492-1
http://secunia.com/advisories/29086
http://secunia.com/advisories/29164
http://www.securitytracker.com/id?1019321
http://www.ubuntu.com/usn/usn-582-1
http://www.mandriva.com/security/advisories?name=MDVSA-2008:062
http://wiki.rpath.com/Advisories:rPSA-2008-0093
https://bugzilla.mozilla.org/buglist.cgi?bug_id=407720%252C390597%252C373344%252C398085%252C406572%252C391028%252C406036%252C402087
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.445399
http://secunia.com/advisories/29211
http://wiki.rpath.com/Advisories:rPSA-2008-0051
http://www.debian.org/security/2008/dsa-1506
http://secunia.com/advisories/28879
http://www.vupen.com/english/advisories/2008/0454/references
http://secunia.com/advisories/28864
http://secunia.com/advisories/28958
http://www.redhat.com/support/errata/RHSA-2008-0105.html
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00274.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10385
http://secunia.com/advisories/30327
http://secunia.com/advisories/28839
http://www.vupen.com/english/advisories/2008/1793/references
http://secunia.com/advisories/29049
http://secunia.com/advisories/31043
http://secunia.com/advisories/29167
http://secunia.com/advisories/29098
http://www.ubuntu.com/usn/usn-582-2
http://www.redhat.com/support/errata/RHSA-2008-0103.html
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00006.html
http://secunia.com/advisories/28758


Bug List MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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