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Summary

CVE CVE-2008-0417

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-08 22:00:00 UTC

Updated 2018-10-15 22:00:00 UTC

Description CRLF injection vulnerability in Mozilla Firefox before 2.0.0.12 allows remote user-assisted web sites to corrupt the user's password store via newlines that are not properly handled when the user saves a password.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

References

Reference Source Link

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Advisories:rPSA-2008-0051 - rPath Wiki CONFIRM wiki.rpath.com

Fedora update for firefox, seamonkey, gtkmozembedmm, and Miro - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:048 | Mandriva MANDRIVA www.mandriva.com

Debian -- Security Information -- DSA-1484-1 xulrunner DEBIAN www.debian.org

SecurityTracker.com Archives - Mozilla Firefox Lets Remote Web Sites Corrupt the Password Store in Certain Cases SECTRACK www.securitytracker.com

Bug 394610 – Content can corrupt stored passwords by injecting line breaks CONFIRM bugzilla.mozilla.org

rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Yahoo CONFIRM browser.netscape.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

https://cve.report/
https://cve.report/CVE-2008-0417/mitre
https://cve.report/CVE-2008-0417/nist
https://cve.report/CVE-2008-0417/cve_org
https://cve.report/api/cve/CVE-2008-0417.json
https://cve.report/CVE-2008-0417.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://secunia.com/advisories/28864
http://wiki.rpath.com/Advisories:rPSA-2008-0051
http://secunia.com/advisories/28924
http://www.vupen.com/english/advisories/2008/0453/references
http://secunia.com/advisories/30620
http://www.mandriva.com/security/advisories?name=MDVSA-2008:048
http://www.debian.org/security/2008/dsa-1484
http://www.securitytracker.com/id?1019334
https://bugzilla.mozilla.org/show_bug.cgi?id=394610
http://secunia.com/advisories/28877
http://www.redhat.com/support/errata/RHSA-2008-0104.html
http://browser.netscape.com/releasenotes/
http://www.redhat.com/support/errata/RHSA-2008-0103.html


Debian -- Security Information -- DSA-1489-1 iceweasel DEBIAN www.debian.org

[SECURITY] Fedora 8 Update: gtkmozembedmm-1.4.2.cvs20060817-18.fc8 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 8 Update: seamonkey-1.1.8-1.fc8 FEDORA www.redhat.com

Security update for epiphany CONFIRM support.novell.com

SUSE update for epiphany - Advisories - Secunia SECUNIA secunia.com

Debian update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Fedora update for firefox, seamonkey, and gtkmozembedmm - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian update for icedove - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 7 Update: firefox-2.0.0.12-1.fc7 FEDORA www.redhat.com

Webmail - OVH VUPEN www.vupen.com

Debian -- Security Information -- DSA-1506-1 iceape DEBIAN www.debian.org

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla Thunderbird/Seamonkey/Firefox 2.0.0.11 Multiple Remote Vulnerabilities BID www.securityfocus.com

Debian -- Security Information -- DSA-1485-2 icedove DEBIAN www.debian.org

Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO www.gentoo.org

238492 SUNALERT sunsolve.sun.com

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[security-announce] SUSE Security Announcement: Mozilla Firefox and Seam SUSE lists.opensuse.org

Debian update for iceape - Advisories - Secunia SECUNIA secunia.com

MFSA 2008-04: Stored password corruption CONFIRM www.mozilla.org

Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-576-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SUSE update for MozillaFirefox and seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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