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Summary

CVE CVE-2008-0485

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-05 12:00:00 UTC

Updated 2018-10-15 22:00:00 UTC

Description Array index error in libmpdemux/demux_mov.c in MPlayer 1.0 rc2 and earlier might allow remote attackers to execute arbitrary code via a QuickTime MOV file with a crafted stsc atom tag.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mplayer Mplayer All All All All

References

Reference Source Link

MPlayer Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Gentoo update for mplayer - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Core Security | Cyber Threat Prevention & Identity Governance MISC www.coresecurity.com

Mandriva update for mplayer - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

[Full-disclosure] Firefox 2.0.0.12 SSL Spoofing and Domain Guessing vulnerabilities FULLDISC lists.grok.org.uk

MPlayer: Multiple buffer overflows — Gentoo Linux Documentation GENTOO security.gentoo.org

SecurityTracker.com Archives - MPlayer Pointer Dereference in 'demux_mov.c' Lets Remote Users Execute Arbitrary Code SECTRACK www.securitytracker.com

Webmail - OVH VUPEN www.vupen.com

Debian update for mplayer - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1496-1 mplayer DEBIAN www.debian.org

MPlayer - The Movie Player CONFIRM www.mplayerhq.hu

Support / Security / Advisories / / MDVSA-2008:045 | Mandriva MANDRIVA www.mandriva.com

https://cve.report/
https://cve.report/CVE-2008-0485/mitre
https://cve.report/CVE-2008-0485/nist
https://cve.report/CVE-2008-0485/cve_org
https://cve.report/CVE-2008-0485.pdf
http://cve.report/vendor/mplayer
http://cve.report/software/mplayer/mplayer
http://secunia.com/advisories/28779
http://secunia.com/advisories/29307
http://www.coresecurity.com/?action=item&id=2102
http://secunia.com/advisories/28955
http://www.securityfocus.com/archive/1/487500/100/0/threaded
http://lists.grok.org.uk/pipermail/full-disclosure/2008-February/060032.html
http://security.gentoo.org/glsa/glsa-200803-16.xml
http://www.securitytracker.com/id?1019299
http://www.vupen.com/english/advisories/2008/0406/references
http://secunia.com/advisories/28956
http://www.debian.org/security/2008/dsa-1496
http://www.mplayerhq.hu/design7/news.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:045


MPlayer 'demux_mov.c' Remote Code Execution Vulnerability BID www.securityfocus.com

SecurityReason - MPlayer arbitrary pointer dereference SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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