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Summary

CVE CVE-2008-0525

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-31 20:00:00 UTC

Updated 2018-10-15 22:00:00 UTC

Description PatchLink Update client for Unix, as used by Novell ZENworks Patch Management Update Agent for Linux/Unix/Mac (LUM) 6.2094 through 6.4102 and other products, allows local users to (1) truncate arbitrary files via a symlink attack on the /tmp/patchlink.tmp file used by the logtrimmer script, and (2) execute arbitrary code via a symlink attack on the /tmp/plshutdown file used by the rebootTask script.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lumension Security Patchlink Update 6.2 All linux All

Application Lumension Security Patchlink Update 6.2 All mac All

Application Lumension Security Patchlink Update 6.2 All unix All

Application Lumension Security Patchlink Update 6.3 All linux All

Application Lumension Security Patchlink Update 6.3 All mac All

Application Lumension Security Patchlink Update 6.3 All unix All

Application Lumension Security Patchlink Update 6.4 All linux All

Application Lumension Security Patchlink Update 6.4 All mac All

Application Lumension Security Patchlink Update 6.4 All unix All

Application Lumension Security Patchlink Update 6.2 All linux All

Application Lumension Security Patchlink Update 6.2 All mac All

Application Lumension Security Patchlink Update 6.2 All unix All

Application Lumension Security Patchlink Update 6.3 All linux All

Application Lumension Security Patchlink Update 6.3 All mac All

Application Lumension Security Patchlink Update 6.3 All unix All

Application Lumension Security Patchlink Update 6.4 All linux All

Application Lumension Security Patchlink Update 6.4 All mac All
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Application Lumension Security Patchlink Update 6.4 All mac All

Application Lumension Security Patchlink Update 6.4 All unix All

Application Novell Zenworks Patch Management Update Agent 6.2 All linux All

Application Novell Zenworks Patch Management Update Agent 6.2 All mac All

Application Novell Zenworks Patch Management Update Agent 6.2 All unix All

Application Novell Zenworks Patch Management Update Agent 6.3 All linux All

Application Novell Zenworks Patch Management Update Agent 6.3 All mac All

Application Novell Zenworks Patch Management Update Agent 6.3 All unix All

Application Novell Zenworks Patch Management Update Agent 6.4 All linux All

Application Novell Zenworks Patch Management Update Agent 6.4 All mac All

Application Novell Zenworks Patch Management Update Agent 6.4 All unix All

Application Novell Zenworks Patch Management Update Agent 6.2 All linux All

Application Novell Zenworks Patch Management Update Agent 6.2 All mac All

Application Novell Zenworks Patch Management Update Agent 6.2 All unix All

Application Novell Zenworks Patch Management Update Agent 6.3 All linux All

Application Novell Zenworks Patch Management Update Agent 6.3 All mac All

Application Novell Zenworks Patch Management Update Agent 6.3 All unix All

Application Novell Zenworks Patch Management Update Agent 6.4 All linux All

Application Novell Zenworks Patch Management Update Agent 6.4 All mac All

Application Novell Zenworks Patch Management Update Agent 6.4 All unix All

Operating System Unix Unix All All All All

Operating System Unix Unix All All All All

References

Reference Source Link

CXSecurity - IDS SREASON securityreason.com
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PatchLink Update Multiple Insecure Temporary File Creation Vulnerabilities BID www.securityfocus.com

support.lumension.com/scripts/rightnow.cfg/php.exe/enduser/std_adp.php CONFIRM support.lumension.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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