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Summary

CVE CVE-2008-0537

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-27 10:44:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description Unspecified vulnerability in the Supervisor Engine 32 (Sup32), Supervisor Engine 720 (Sup720), and Route Switch Processor 720 (RSP720) for multiple Cisco products, when using Multi Protocol Label Switching (MPLS) VPN and OSPF sham-link, allows remote attackers to cause a denial of service (blocked queue, device restart, or memory leak) via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 7600 Router All All All All

Hardware Cisco 7600 Router All All All All

Hardware Cisco Catalyst 6500 All All All All

Hardware Cisco Catalyst 6500 All All All All

Hardware Cisco Me 6524 Ethernet Switch All All All All

Hardware Cisco Me 6524 Ethernet Switch All All All All

Application Cisco Route Switch Processor rsp720 All All All

Application Cisco Route Switch Processor rsp720 All All All

Application Cisco Supervisor Engine sup32 All All All

Application Cisco Supervisor Engine sup720 All All All

Application Cisco Supervisor Engine sup32 All All All

Application Cisco Supervisor Engine sup720 All All All
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US-CERT Technical Cyber Security Alert TA08-087B -- Cisco Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco IOS Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Cisco IOS OSPF/MPLS VPN Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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