
CVE-2008-0564
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-0564

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-05 02:00:00 UTC

Updated 2018-10-15 22:01:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Mailman before 2.1.10b1 allow remote attackers to inject arbitrary web script or HTML via unspecified vectors related to (1) editing templates and (2) the list's "info attribute" in the web administrator interface, a different vulnerability than CVE-2006-3636.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mailman Mailman All All All All

References

Reference Source Link

Fedora update for mailman - Advisories - Secunia SECUNIA secunia.com

Advisories | Mandriva MANDRIVA www.mandriva.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mailman 'list templates' and 'list info' Multiple HTML Injection Vulnerabilities BID www.securityfocus.com

[security-announce] SUSE Security Summary Report SUSE-SR:2008:017 SUSE lists.opensuse.org

SourceForge.net: Files CONFIRM sourceforge.net

SecurityFocus BUGTRAQ www.securityfocus.com

rPath update for mailman - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Ubuntu update for mailman - Advisories - Secunia SECUNIA secunia.com

Mailman Script Insertion Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mandriva update for mailman - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 8 Update: mailman-2.1.9-8.2.fc8 FEDORA www.redhat.com

[Mailman-Announce] Mailman 2.1.10b3 Released (was: Re: Mailman 2.1.10b1 Released) MLIST mail.python.org
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http://lists.opensuse.org/opensuse-security-announce/2008-08/msg00006.html
http://sourceforge.net/project/shownotes.php?release_id=559308&group_id=103
http://www.securityfocus.com/archive/1/488236/100/0/threaded
http://secunia.com/advisories/28966
http://secunia.com/advisories/29388
http://secunia.com/advisories/28794
http://secunia.com/advisories/29249
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00452.html
http://mail.python.org/pipermail/mailman-announce/2008-February/000096.html


APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X v10.6.3 APPLE lists.apple.com

issues.rpath.com/browse/RPL-2207 CONFIRM issues.rpath.com

Red Hat update for mailman - Secunia.com SECUNIA secunia.com

Red Hat Customer Portal REDHAT www.redhat.com

USN-586-1: mailman vulnerability | Ubuntu UBUNTU www.ubuntu.com

Webmail - OVH VUPEN www.vupen.com

Advisories:rPSA-2008-0056 - rPath Wiki CONFIRM wiki.rpath.com

Bug 431526 – CVE-2008-0564 mailman: XSS triggerable by list administrator CONFIRM bugzilla.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

About the security content of Security Update 2010-002 / Mac OS X v10.6.3 CONFIRM support.apple.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-03-07 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=431526 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/

There are currently no legacy QID mappings associated with this CVE.
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