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CVE CVE-2008-0593
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-09 01:00:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Gecko-based browsers, including Mozilla Firefox before 2.0.0.12 and SeaMonkey before 1.1.8, modify the .href property of

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.2 All All All


https://cve.report/
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Application Mozilla Seamonkey All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Webmail - OVH

USN-576-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1489-1 iceweasel
MFSA 2008-10: URL token stealing via stylesheet redirect

[SECURITY] Fedora 8 Update: thunderbird-2.0.0.12-1.fc8

Webmail - OVH
Yahoo
SecurityFocus

Debian -- Security Information -- DSA-1485-2 icedove

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Debian update for icedove - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Debian -- Security Information -- DSA-1484-1 xulrunner

Support / Security / Advisories / / MDVSA-2008:048 | Mandriva

Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mozilla Thunderbird/Seamonkey/Firefox 2.0.0.11 Multiple Remote Vulnerabilities

Fedora update for firefox, seamonkey, and gtkmozembedmm - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Fedora update for firefox, seamonkey, gtkmozembedmm, and Miro - Advisories - Secunia

[SECURITY] Fedora 8 Update: seamonkey-1.1.8-1.fc8

SecurityTracker.com Archives - Mozilla Firefox Stylesheet Processing Bug May Let Remote Users Obtain URL Parameters
rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 8 Update: gtkmozembedmm-1.4.2.cvs20060817-18.fc8

[SECURITY] Fedora 7 Update: thunderbird-2.0.0.12-1.fc7

Repository / Oval Repository

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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http://secunia.com/advisories/28754

sunsolve.sun.com/search/document.do

Debian update for iceape - Advisories - Secunia

SUSE update for epiphany - Advisories - Secunia

Advisories:rPSA-2008-0051 - rPath Wiki

Debian -- Security Information -- DSA-1506-1 iceape

Debian update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Bug 397427 — [FIX]Stylesheet href property shows redirected URL unlike other browsers

SUSE update for MozillaFirefox and seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 7 Update: firefox-2.0.0.12-1.fc7

Security update for epiphany

Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Ubuntu update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Netscape Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Fedora update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Announcement: Mozilla Firefox and Seam

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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