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Summary

CVE CVE-2008-0658

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-13 21:00:00 UTC

Updated 2018-10-15 22:02:00 UTC

Description slapd/back-bdb/modrdn.c in the BDB backend for slapd in OpenLDAP 2.3.39 allows remote authenticated users to cause a denial of service (daemon crash) via a modrdn operation with a NOOP (LDAP_X_NO_OPERATION) control, a related issue to CVE-2007-6698.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openldap Openldap 2.3.39 All All All

Application Openldap Openldap 2.3.39 All All All

References

Reference Source

Debian -- Security Information -- DSA-1541-1 openldap2.3 DEBIAN

About Security Update 2009-006 / Mac OS X v10.6.2 CONFIRM

Mandriva update for openldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Red Hat update for openldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

USN-584-1: OpenLDAP vulnerabilities | Ubuntu UBUNTU

Support REDHAT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

OpenLDAP: Denial of Service vulnerabilities — Gentoo Linux Documentation GENTOO

Debian update for openldap2.3 - Advisories - Secunia SECUNIA

OpenLDAP MODRDN Remote Denial of Service Vulnerability BID

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA

Support / Security / Advisories / / MDVSA-2008:058 | Mandriva MANDRIVA
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APPLE-SA-2009-11-09-1 Security Update 2009-006 / Mac OS X v10.6.2 APPLE

Gentoo update for openldap - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

[security-announce] SUSE Security Summary Report SUSE-SR:2008:010 SUSE

Advisories:rPSA-2008-0059 - rPath Wiki CONFIRM

SecurityFocus BUGTRAQ

OpenLDAP Lets Remote Authenticated Users Crash the Daemon With Specially Crafted modrdn Operations - SecurityTracker SECTRACK

rPath update for openldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

OpenLDAP ITS - Software Bugs/5358 CONFIRM

Ubuntu update for openldap - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

OpenLDAP modrdn Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Fedora update for openldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

servers/slapd/back-bdb/modrdn.c - diff - 1.198 CONFIRM

Advisories:rPSA-2008-0059 - rPath Wiki CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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