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Summary

CVE CVE-2008-0662

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-08 02:00:00 UTC

Updated 2024-01-25 21:31:00 UTC

Description The Auto Local Logon feature in Check Point VPN-1 SecuRemote/SecureClient NGX R60 and R56 for Windows caches credentials under the Checkpoint\SecuRemote registry key, which has Everyone/Full Control permissions, which allows local users to gain privileges by reading and reusing the credentials.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Vpn-1 Secureclient ngai_r56 All All All

Application Checkpoint Vpn-1 Secureclient ngx_r60 All All All

Application Checkpoint Vpn-1 Secureclient ngai_r56 All All All

Application Checkpoint Vpn-1 Secureclient ngx_r60 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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