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Summary

CVE CVE-2008-0666

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-11 21:00:00 UTC

Updated 2008-09-05 21:35:00 UTC

Description Website META Language (WML) 2.0.11 allows local users to overwrite arbitrary files via a symlink attack on (1) the /tmp/pe.tmp.$$ temporary file used by wml_contrib/wmg.cgi and (2) temporary files used by wml_backend/p3_eperl/eperl_sys.c.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Website Meta Language Website Meta Language 2.0.11 All All All

Application Website Meta Language Website Meta Language 2.0.11 All All All

References

Reference Source Link

Website META Language Insecure Temporary Files - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:076 | Mandriva MANDRIVA www.mandriva.com

Website META Language: Insecure temporary file usage — Gentoo Linux Documentation GENTOO security.gentoo.org

Gentoo update for wml - Advisories - Secunia SECUNIA secunia.com

Debian update for wml - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1492-1 wml DEBIAN www.debian.org

Website Meta Language Multiple Local Insecure Temporary File Creation Vulnerabilities BID www.securityfocus.com

#463907 - Creates tempfiles in a unsafe way - Debian Bug report logs CONFIRM bugs.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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