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Summary

CVE CVE-2008-0667

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-11 21:00:00 UTC

Updated 2018-10-15 22:02:00 UTC

Description The DOC.print function in the Adobe JavaScript API, as used by Adobe Acrobat and Reader before 8.1.2, allows remote attackers to configure silent non-interactive printing, and trigger the printing of an arbitrary number of copies of a document. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat Reader All All All All

References

Reference Source Link

[security-announce] SUSE Security Announcement: Acrobat Reader (SUSE-SA: SUSE lists.opensuse.org

US-CERT Technical Cyber Security Alert TA08-043A -- Adobe Reader and Acrobat Vulnerabilities CERT www.us-cert.gov

Adobe - Security Advisories : APSB08-13: Security Update available for Adobe Reader and Acrobat 7 and 8 CONFIRM www.adobe.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Sun Solaris Adobe Reader Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Silent Print Vulnerability in Adobe Acrobat/Reader MISC www.fortiguardcenter.com

kb.adobe.com/selfservice/viewContent.do MISC kb.adobe.com

SecurityFocus BUGTRAQ www.securityfocus.com

239286 SUNALERT sunsolve.sun.com

Adobe - Security Update available for Adobe Reader and Acrobat 8 CONFIRM www.adobe.com

Gentoo update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Adobe Acrobat and Reader Multiple Arbitrary Code Execution and Security Vulnerabilities BID www.securityfocus.com

Adobe Reader/Acrobat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

https://cve.report/
https://cve.report/CVE-2008-0667/mitre
https://cve.report/CVE-2008-0667/nist
https://cve.report/CVE-2008-0667/cve_org
https://cve.report/api/cve/CVE-2008-0667.json
https://cve.report/CVE-2008-0667.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00007.html
http://www.us-cert.gov/cas/techalerts/TA08-043A.html
http://www.adobe.com/support/security/bulletins/apsb08-13.html
http://www.vupen.com/english/advisories/2008/1966/references
http://secunia.com/advisories/30840
http://www.fortiguardcenter.com/advisory/FGA-2008-04.html
http://kb.adobe.com/selfservice/viewContent.do?externalId=kb403079&sliceId=1
http://www.securityfocus.com/archive/1/487760/100/0/threaded
http://sunsolve.sun.com/search/document.do?assetkey=1-26-239286-1
http://www.adobe.com/support/security/advisories/apsa08-01.html
http://secunia.com/advisories/29205
http://www.securityfocus.com/bid/27641
http://secunia.com/advisories/28802


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Repository / Oval Repository OVAL oval.cisecurity.org

Adobe Acrobat Reader: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO security.gentoo.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityReason - Adobe Reader/Acrobat Remote PDF Print Silently Vulnerability SREASON securityreason.com

Red Hat update for acroread - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

SUSE update for acroread - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Adobe Reader/Acrobat 7 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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