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Summary

CVE CVE-2008-0729

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-12 21:00:00 UTC

Updated 2022-08-09 13:46:00 UTC

Description Mobile Safari on Apple iPhone 1.1.2 and 1.1.3 allows remote attackers to cause a denial of service (memory exhaustion and device crash) via certain JavaScript code that constructs a long string and an array containing long string elements, possibly a related issue to CVE-2006-3677. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Apple Iphone 1.1.2 All All All

Hardware Apple Iphone 1.1.3 All All All

Hardware Apple Iphone 1.1.2 All All All

Hardware Apple Iphone 1.1.3 All All All

Operating System Apple Iphone Os 1.1.2 All All All

Application Apple Mobile Safari All All All All

Application Apple Mobile Safari All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityReason - Apple iPhone 1.1.3 remote DoS exploit SREASON securityreason.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Apple iPhone Mobile Safari Memory Exhaustion Remote Denial of Service Vulnerability BID www.securityfocus.com Exploit

SecurityFocus BUGTRAQ www.securityfocus.com

Apple iOS 1.1.2 - Remote Denial of Service EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2008-0729/mitre
https://cve.report/CVE-2008-0729/nist
https://cve.report/CVE-2008-0729/cve_org
https://cve.report/api/cve/CVE-2008-0729.json
https://cve.report/CVE-2008-0729.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mobile_safari
http://cve.report/vendor/apple
http://cve.report/software/apple/mobile_safari
http://www.securityfocus.com/archive/1/492225/100/0/threaded
http://securityreason.com/securityalert/3630
https://exchange.xforce.ibmcloud.com/vulnerabilities/39998
http://www.securityfocus.com/bid/27442
http://www.securityfocus.com/archive/1/487607/100/0/threaded
https://www.exploit-db.com/exploits/4978
https://www.cve.org/CVERecord?id=CVE-2008-0729


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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