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Summary

CVE CVE-2008-0756

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-13 20:00:00 UTC

Updated 2018-10-15 22:02:00 UTC

Description The LPD server in cyan soft Opium OPI Server 4.10.1028 and earlier; cyanPrintIP Easy OPI, Professional, and Basic 4.10.1030 and earlier; Workstation 4.10.836 and earlier; and Standard 4.10.940 and earlier; allows remote attackers to cause a denial of service (daemon crash) via a connection that begins with (1) a "Send queue state" LPD command 3 or (2) a "Send queue state" LPD command 4.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyan Soft Cyanprintip Basic All All All All

Application Cyan Soft Cyanprintip Easy Opi All All All All

Application Cyan Soft Cyanprintip Professional All All All All

Application Cyan Soft Cyanprintip Standard All All All All

Application Cyan Soft Cyanprintip Workstation All All All All

Application Cyan Soft Opium4 Opi Server All All All All

References

Reference Source

aluigi.altervista.org/adv/cyanuro-adv.txt MISC

Opium OPI Server and CyanPrintIP Format String and Denial of Service Vulnerabilities BID

cyan soft Products Format String and Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

cyan soft Multiple Applications Format String Vulnerability and Denial of Service Vulnerability BID

SecurityFocus BUGTRAQ

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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