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Summary

CVE CVE-2008-0767

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-13 21:00:00 UTC

Updated 2018-10-15 22:02:00 UTC

Description ExtremeZ-IP.exe in ExtremeZ-IP File and Print Server 5.1.2x15 and earlier does not verify that a certain "number of URLs" field is consistent with the packet length, which allows remote attackers to cause a denial of service (daemon crash) via a large integer in this field in a packet to the Service Location Protocol (SLP) service on UDP port 427, triggering an out-of-bounds read.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Extremez Print Server All All All All

Application Extremez-ip File Server All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

ExtremeZ-IP: Hot Fixes | Group Logic CONFIRM www.grouplogic.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

ExtremeZ-IP File and Print Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Group Logic ExtremeZ-IP File and Print Servers Multiple Vulnerabilities BID www.securityfocus.com

aluigi.altervista.org/adv/ezipirla-adv.txt MISC aluigi.altervista.org

Luigi Auriemma MISC aluigi.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2008-0767/mitre
https://cve.report/CVE-2008-0767/nist
https://cve.report/CVE-2008-0767/cve_org
https://cve.report/api/cve/CVE-2008-0767.json
https://cve.report/CVE-2008-0767.pdf
http://cve.report/vendor/extremez
http://cve.report/software/extremez/print_server
http://cve.report/vendor/extremez-ip
http://cve.report/software/extremez-ip/file_server
http://www.securityfocus.com/archive/1/487952/100/0/threaded
http://www.grouplogic.com/files/ez/hot/hotFix51.cfm
http://www.vupen.com/english/advisories/2008/0485
http://secunia.com/advisories/28862
http://www.securityfocus.com/bid/27718
http://aluigi.altervista.org/adv/ezipirla-adv.txt
http://aluigi.org/poc/ezipirla.zip
https://www.cve.org/CVERecord?id=CVE-2008-0767
https://nvd.nist.gov/vuln/detail/CVE-2008-0767


Group Logic 2008-02-21 Group Logic has fixed this issue in the ExtremeZ-IP 5.1.3x03 hotfix released on February 20, 2008. The update is free for all customers with active service contracts who own a version 5.x license and can be downloaded from http://www.grouplogic.com/files/ez/hot/hotFix51.cfm

There are currently no legacy QID mappings associated with this CVE.
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