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CVE CVE-2008-0777
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-15 02:00:00 UTC
Updated 2008-09-05 21:35:00 UTC
Description The sendfile system call in FreeBSD 5.5 through 7.0 does not check the access flags of the file descriptor used for sending

/ |
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 55 All All All

Operating System Freebsd Freebsd 6.2 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 55 All All All

Operating System Freebsd Freebsd 6.2 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.0 All All All

Reference Source Linl
FreeBSD-SA-08:03 FREEBSD  sec
FreeBSD 'sendfile(2)' Write-Only File Permission Security Bypass Vulnerability BID WW\

FreeBSD "sendfile" Information Disclosure Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA sec
SecurityTracker.com Archives - FreeBSD sendfile() Discloses Write-only File Contents to Local Users SECTRACK sec
CVE Program record CVE.ORG WW\

NVD vulnerability detail NVD nvd
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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