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Summary

CVE CVE-2008-0859

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-21 00:44:00 UTC

Updated 2011-03-08 03:05:00 UTC

Description Unspecified vulnerability in Kerio MailServer before 6.5.0 allows remote attackers to cause a denial of service (crash) via unspecified vectors related to decoding of uuencoded input, which triggers memory corruption.

Risk And Classification

Problem Types: CWE-399 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kerio Kerio Mailserver 5.0 All All All

Application Kerio Kerio Mailserver 5.1 All All All

Application Kerio Kerio Mailserver 5.1.1 All All All

Application Kerio Kerio Mailserver 5.6.3 All All All

Application Kerio Kerio Mailserver 5.6.4 All All All

Application Kerio Kerio Mailserver 5.6.5 All All All

Application Kerio Kerio Mailserver 5.7.0 All All All

Application Kerio Kerio Mailserver 5.7.1 All All All

Application Kerio Kerio Mailserver 5.7.10 All All All

Application Kerio Kerio Mailserver 5.7.2 All All All

Application Kerio Kerio Mailserver 5.7.3 All All All

Application Kerio Kerio Mailserver 5.7.4 All All All

Application Kerio Kerio Mailserver 5.7.5 All All All

Application Kerio Kerio Mailserver 5.7.6 All All All

Application Kerio Kerio Mailserver 5.7.7 All All All

Application Kerio Kerio Mailserver 5.7.8 All All All

Application Kerio Kerio Mailserver 5.7.9 All All All
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Application Kerio Kerio Mailserver 5.7.9 All All All

Application Kerio Kerio Mailserver 6.0 All All All

Application Kerio Kerio Mailserver 6.0.1 All All All

Application Kerio Kerio Mailserver 6.0.10 All All All

Application Kerio Kerio Mailserver 6.0.2 All All All

Application Kerio Kerio Mailserver 6.0.3 All All All

Application Kerio Kerio Mailserver 6.0.4 All All All

Application Kerio Kerio Mailserver 6.0.9 All All All

Application Kerio Kerio Mailserver 6.1.3 All All All

Application Kerio Kerio Mailserver 6.2.2 All All All

Application Kerio Kerio Mailserver 6.3.1 All All All

Application Kerio Kerio Mailserver 6.4.0 All All All

Application Kerio Kerio Mailserver 6.4.1 All All All

Application Kerio Kerio Mailserver 6.4.2 All All All

Application Kerio Kerio Mailserver 5.0 All All All

Application Kerio Kerio Mailserver 5.1 All All All

Application Kerio Kerio Mailserver 5.1.1 All All All

Application Kerio Kerio Mailserver 5.6.3 All All All

Application Kerio Kerio Mailserver 5.6.4 All All All

Application Kerio Kerio Mailserver 5.6.5 All All All

Application Kerio Kerio Mailserver 5.7.0 All All All

Application Kerio Kerio Mailserver 5.7.1 All All All

Application Kerio Kerio Mailserver 5.7.10 All All All

Application Kerio Kerio Mailserver 5.7.2 All All All

Application Kerio Kerio Mailserver 5.7.3 All All All

Application Kerio Kerio Mailserver 5.7.4 All All All

Application Kerio Kerio Mailserver 5.7.5 All All All

Application Kerio Kerio Mailserver 5.7.6 All All All

Application Kerio Kerio Mailserver 5.7.7 All All All

Application Kerio Kerio Mailserver 5.7.8 All All All

Application Kerio Kerio Mailserver 5.7.9 All All All

Application Kerio Kerio Mailserver 6.0 All All All

Application Kerio Kerio Mailserver 6.0.1 All All All

Application Kerio Kerio Mailserver 6.0.10 All All All

Application Kerio Kerio Mailserver 6.0.2 All All All

Application Kerio Kerio Mailserver 6.0.3 All All All
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Application Kerio Kerio Mailserver 6.0.4 All All All

Application Kerio Kerio Mailserver 6.0.9 All All All

Application Kerio Kerio Mailserver 6.1.3 All All All

Application Kerio Kerio Mailserver 6.2.2 All All All

Application Kerio Kerio Mailserver 6.3.1 All All All

Application Kerio Kerio Mailserver 6.4.0 All All All

Application Kerio Kerio Mailserver 6.4.1 All All All

Application Kerio Kerio Mailserver 6.4.2 All All All

References

Reference

Kerio MailServer Multiple Vulnerabilities - Advisories - Secunia

SecurityTracker.com Archives - Kerio MailServer Antivirus Buffer Overflow and UUDecode Memory Corruption Error May Let Remote Users Execute Arbitrary Code

Kerio Technologies Inc. | Kerio MailServer | Release History

Kerio MailServer Multiple Unspecified Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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