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CVE CVE-2008-0887
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-06 23:44:00 UTC
Updated 2017-09-29 01:30:00 UTC
Description gnome-screensaver before 2.22.1, when a remote authentication server is enabled, crashes upon an unlock attempt during
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Screensaver All All All All

Reference Source
Repository / Oval Repository OVAL
Red Hat update for gnome-screensaver - Advisories - Secunia SECUNIA
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Fedora update for gnome-screensaver - Advisories - Secunia SECUNIA
[SECURITY] Fedora 8 Update: gnome-screensaver-2.20.0-12.fc8 FEDORA
435773 — (CVE-2008-0887) CVE-2008-0887 gnome-screensaver using NIS auth will unlock if NIS goes away CONFIRM
Ubuntu update for gnome-screensaver - Secunia.com SECUNIA
Gnome Desktop Screensaver NIS Authentication Local Unauthorized Access Vulnerability BID
Gentoo update for gnome-screensaver - Advisories - Secunia SECUNIA
rhn.redhat.com | Red Hat Support REDHAT

gnome-screensaver Information Disclosure and Security Bypass - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA
rhn.redhat.com | Red Hat Support REDHAT
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https://cve.report/
https://cve.report/CVE-2008-0887/mitre
https://cve.report/CVE-2008-0887/nist
https://cve.report/CVE-2008-0887/cve_org
https://cve.report/CVE-2008-0887.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/screensaver
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10813
http://secunia.com/advisories/29606
http://secunia.com/advisories/30967
http://secunia.com/advisories/29742
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00206.html
https://bugzilla.redhat.com/show_bug.cgi?id=435773
http://secunia.com/advisories/32691
http://www.securityfocus.com/bid/28575
http://secunia.com/advisories/29759
http://rhn.redhat.com/errata/RHSA-2008-0197.html
http://secunia.com/advisories/29595
http://www.redhat.com/support/errata/RHSA-2008-0218.html
http://osvdb.org/35531

gnome-screensaver: Privilege escalation — Gentoo Linux Documentation GENTOO
Support / Security / Advisories / / MDVSA-2008:132 | Mandriva MANDRIVA
USN-669-1: gnome-screensaver vulnerabilities | Ubuntu UBUNTU
gnome-screensaver Lets Local Users Bypass the Password - SecurityTracker SECTRACF
[SECURITY] Fedora 7 Update: gnome-screensaver-2.18.2-4.fc7 FEDORA
[security-announce] SUSE Security Summary Report SUSE-SR:2008:014 SUSE

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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