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CVE CVE-2008-0889
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-20 00:44:00 UTC
Updated 2023-02-13 02:18:00 UTC
Description Red Hat Directory Server 8.0, when running on Red Hat Enterprise Linux, uses insecure permissions for the redhat-idm-cor

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Directory Server 8.0 el4 All All
Application Redhat Directory Server 8.0 el5 All All
Application Redhat Directory Server 8.0 el4 All All
Application Redhat Directory Server 8.0 el5 All All
Operating System Redhat Enterprise Linux All All All All
Operating System Redhat Enterprise Linux All All All All

References |
Reference Source
Red Hat Customer Portal MISC
Red Hat 'redhat-idm-console' Insecure Startup Script Local Privilege Escalation Vulnerability BID
Red Hat Directory Server Insecure File Permissions - Advisories - Secunia SECUN
rhn.redhat.com | Red Hat Support REDHA
436107 — (CVE-2008-0889) CVE-2008-0889 directory server: insecure permissions on fedora/redhat-idm-console MISC
CVE-2008-0889 - Red Hat Customer Portal MISC
Red Hat Directory Server Unsafe IDM Console Script Access Controls Lets Local Users Gain Elevated Privileges - SecurityTracker ~SECTR.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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