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Summary

CVE CVE-2008-0892

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-16 18:05:00 UTC

Updated 2022-02-03 19:56:00 UTC

Description The replication monitor CGI script (repl-monitor-cgi.pl) in Red Hat Administration Server, as used by Red Hat Directory Server 8.0 EL4 and EL5, allows remote attackers to execute arbitrary commands.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Directory Server 7.1 All All All

Operating System Redhat Directory Server 8 el4 All All

Operating System Redhat Directory Server 8 el5 All All

Application Redhat Directory Server 7.1 All All All

Operating System Redhat Fedora Directory Server All All All All

Operating System Redhat Fedora Directory Server All All All All

Operating System Red Hat Directory Server 8 el4 All All

Operating System Red Hat Directory Server 8 el5 All All

Operating System Red Hat Directory Server 8 el4 All All

Operating System Red Hat Directory Server 8 el5 All All
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Bug 437301 – CVE-2008-0892 Director Server: shell command injection in CGI replication monitor
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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