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BEA WebLogic Server and WebLogic Express 6.1 through 10.0 allows remote attackers to bypass authentication for applic.
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Bea Weblogic Server 10.0 All All All
Bea Weblogic Server 6.1 All All All
Bea Weblogic Server 6.1 spf All All
Bea Weblogic Server 6.1 sp2 All All
Bea Weblogic Server 6.1 sp3 All All
Bea Weblogic Server 6.1 sp4 All All
Bea Weblogic Server 6.1 sp5 All All
Bea Weblogic Server 6.1 sp6 All All
Bea Weblogic Server 6.1 sp7 All All
Bea Weblogic Server 7.0 All All All
Bea Weblogic Server 7.0 sp1 All All
Bea Weblogic Server 7.0 sp2 All All
Bea Weblogic Server 7.0 sp3 All All
Bea Weblogic Server 7.0 sp4 All All
Bea Weblogic Server 7.0 sp5 All All
Bea Weblogic Server 7.0 sp6 All All

Bea Weblogic Server 7.0 sp7 All All
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Application Bea Weblogic Server 9.1 All All All

Application Bea Weblogic Server 9.2 All All All
Reference Source

WebLogic Servlets May Grant Access to Remote Users Based on Modified HTTP Request Header Values - SecurityTracker ~SECTRACK

Oracle Fusion Middleware Technologies BEA
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
About Secunia Research | Flexera SECUNIA
CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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