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Directory traversal vulnerability in the Shared Folders feature for VMWare ACE 1.0.2 and 2.0.2, Player 1.0.4 and 2.0.2, and

Risk And Classification

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Vmware

Product

Ace

Ace

Ace

Ace

Ace

Ace

Player

Player
Vmware Player
Vmware Player
Vmware Player
Vmware Player

Vmware Player

Version
1.0
1.0.2

2.0

1.0.2

2.0

2.01

2.0.2

1.04

1.0.4
1.0.1_build_19317
1.0.2

1.0.3
1.0.1_build_19317

1.0.2

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2008-0923/mitre
https://cve.report/CVE-2008-0923/nist
https://cve.report/CVE-2008-0923/cve_org
https://cve.report/CVE-2008-0923.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player

Application Vmware Vmware Player 1.0.3 All All All
Application Vmware Vmware Workstation 6.0.1 All All All
Application Vmware Vmware Workstation 6.0.2 All All All
Application Vmware Vmware Workstation 6.0.1 All All All
Application Vmware Vmware Workstation 6.0.2 All All All
Application Vmware Workstation 452 All All All
Application Vmware Workstation 5.5.3_build_34685 All All All
Application Vmware Workstation 55.4 All All All
Application Vmware Workstation 6.0 All All All
Application Vmware Workstation 452 All All All
Application Vmware Workstation 5.5.3_build_34685 All All All
Application Vmware Workstation 55.4 All All All
Application Vmware Workstation 6.0 All All All
Reference

[Full-disclosure] Format string and buffer-overflow in SurgeMail 38k4

VMware Products Shared Folders 'MultiByteToWideChar()' Variant Directory Traversal Vulnerability

VMware Workstation 6 Release Notes

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMware Player Release Notes

VMSA-2008-0005.1 - VMware

[Security-announce] VMSA-2008-0005 Updated VMware Workstation, VMware Player, VMware Server, VMware ACE, and VMware Fusion re
SecurityFocus

IBM X-Force Exchange

VMware Self-Service- Critical VMware Security Alert for Windows-Hosted VMware Workstation, VMware Player, and VMware ACE
SecurityReason - Path Traversal vulnerability in VMware's shared folders implementation

Core Security Technologies

VMware Workstation 5.5 Release Notes

VMware ACE Release Notes

VMware Player Release Notes

VMware Shared Folder Bug Lets Local Users on the Guest OS Gain Elevated Privileges on the Host OS - Security Tracker
SecurityFocus

VMware Products Shared Folders Directory Traversal Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

VMware Server 1.0.5 and Workstation 6.0.3 Multiple Vulnerabilities



http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://lists.grok.org.uk/pipermail/full-disclosure/2008-February/060457.html
http://www.securityfocus.com/bid/27944
http://www.vmware.com/support/ws6/doc/releasenotes_ws6.html
http://www.vupen.com/english/advisories/2008/0679
http://www.vmware.com/support/player2/doc/releasenotes_player2.html
http://www.vmware.com/security/advisories/VMSA-2008-0005.html
http://lists.vmware.com/pipermail/security-announce/2008/000008.html
http://www.securityfocus.com/archive/1/488725/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/40837
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1004034
http://securityreason.com/securityalert/3700
http://www.coresecurity.com/?action=item&id=2129
http://www.vmware.com/support/ws55/doc/releasenotes_ws55.html
http://www.vmware.com/support/ace2/doc/releasenotes_ace2.html
http://www.vmware.com/support/player/doc/releasenotes_player.html
http://www.securitytracker.com/id?1019493
http://www.securityfocus.com/archive/1/489739/100/0/threaded
http://secunia.com/advisories/29117
http://www.securityfocus.com/bid/28276

webmail - OVH
CVE Program record

NVD vulnerability detail

/] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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