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CVE CVE-2008-0932
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-25 21:44:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description diatheke.pl in The SWORD Project Diatheke 1.5.9 and earlier allows remote attackers to execute arbitrary commands via s!

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.1 All All All


https://cve.report/
https://cve.report/CVE-2008-0932/mitre
https://cve.report/CVE-2008-0932/nist
https://cve.report/CVE-2008-0932/cve_org
https://cve.report/api/cve/CVE-2008-0932.json
https://cve.report/CVE-2008-0932.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Debian
Redhat
Redhat
The Sword Project

The Sword Project

Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 3.1
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Debian Linux 4.0
Fedora 7

Fedora 8

Diatheke Front End All
Sword All

All

All

All

All

All

All

All

All

All

All

All

All

r1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

alpha
amd64
arm
hppa
ia-32
ia-64
m68k
mips
mipsel
ppc
s-390
sparc
All

All
alpha
amdo64
arm
hppa
ia-32
ia-64
m68k
mips
mipsel
powerpc
s-390
sparc
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Vendor Declared Affected Products

Source

CNA

Vendor

Na

Product

N/a

Version

affected n/a

Platforms

Not specified

References



http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora
http://cve.report/vendor/the_sword_project
http://cve.report/software/the_sword_project/diatheke_front_end
http://cve.report/vendor/the_sword_project
http://cve.report/software/the_sword_project/sword
http://cve.report/vendor/na
http://cve.report/software/na/n/a

neierence

Debian -- Security Information -- DSA-1508-1 diatheke

SWORD Remote Arbitrary Command Execution Vulnerability

Debian update for diatheke - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Bug 433723 — CVE-2008-0932 sword: diatheke.pl command injection

SWORD diatheke.pl Shell Command Injection Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com
SWORD: Shell command injection — Gentoo Linux Documentation

[SECURITY] Fedora 8 Update: sword-1.5.10-2.fc8

Gentoo update for sword - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

#466449 - diatheke: Diatheke allows arbitrary command execution using the range parameter - Debian Bug report logs
[SECURITY] Fedora 7 Update: sword-1.5.10-2.fc7

The SWORD Project Diatheke Unspecified Remote Command Execution Vulnerability

Fedora update for sword - Advisories - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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