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Buffer overflow in the RPC library used by libgssrpc and kadmind in MIT Kerberos 5 (krb5) 1.4 through 1.6.3 allows remote
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Risk And Classification

Problem Types: CWE-119
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Application
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Vendor Product Version Update Edition Language
Mit Kerberos 5 1.4 All All All
Mit Kerberos 5 1.4.1 All All All
Mit Kerberos 5 1.4.2 All All All
Mit Kerberos 5 1.4.3 All All All
Mit Kerberos 5 1.4.4 All All All
Mit Kerberos 5 1.5 All All All
Mit Kerberos 5 1.5.1 All All All
Mit Kerberos 5 1.5.2 All All All
Mit Kerberos 5 1.56.3 All All All
Mit Kerberos 5 1.6 All All All
Mit Kerberos 5 1.6.1 All All All
Mit Kerberos 5 1.6.2 All All All
Mit Kerberos 5 1.6.3 All All All
Mit Kerberos 5 1.4 All All All
Mit Kerberos 5 1.4.1 All All All
Mit Kerberos 5 1.4.2 All All All
Mit Kerberos 5 1.4.3 All All All
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Support | Red Hat

Fedora update for krb5 - Advisories - Secunia
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USN-587-1: Kerberos vulnerabilities | Ubuntu
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SecurityFocus
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SecurityFocus
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[SECURITY] Fedora 8 Update: krb5-1.6.2-14.fc8 FEDORA WWV
Novell Kerberos KDC Multiple Vulnerabilities - Advisories - Secunia SECUNIA secl
MIT Kerberos5 kadmind Excessive File Descriptors Multiple Remote Code Execution Vulnerabilities BID wWwv
Debian -- Security Information -- DSA-1524-1 krb5 DEBIAN WWv
Kerberos kadmind RPC Library Array Overrun May Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  wwv
Advisories | Mandriva MANDRIVA  wwv
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Wwv
Ubuntu update for krb5 - Advisories - Secunia SECUNIA secl
SecurityFocus BUGTRAQ  wwv
Advisories | Mandriva MANDRIVA  wwv
SUSE update for krb5 - Advisories - Secunia SECUNIA secl
"[security bulletin] HPSBOV02682 SSRT100495 rev.1 - HP OpenVMS running Kerberos, Remote Denial of Ser' - MARC  HP mar
[security-announce] SUSE Security Announcement: krb5 (SUSE-SA:2008:016) SUSE lists
CVE Program record CVE.ORG wWwv
NVD vulnerability detail NVD nvd.
| | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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