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Summary

CVE CVE-2008-0956

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-12 02:32:00 UTC

Updated 2018-10-12 21:45:00 UTC

Description Multiple stack-based buffer overflows in the BackWeb Lite Install Runner ActiveX control in the BackWeb Web Package ActiveX object in LiteInstActivator.dll in BackWeb before 8.1.1.87, as used in Logitech Desktop Manager (LDM) before 2.56, allow remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Backweb Backweb All All All All

Application Logitech Desktop Manager All All All All

References

Reference

US-CERT Technical Cyber Security Alert TA08-162B -- Microsoft Updates for Multiple Vulnerabilities

Logitech Desktop Messenger BackWeb ActiveX Control Unspecified Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Microsoft Security Bulletin MS16-011 - Critical | Microsoft Docs

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

BackWeb Lite Install Runner ActiveX Control Unspecified Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com

backweb.com/news_events/press_releases/051608.php

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VU#216153 - BackWeb Lite Install Runner ActiveX stack buffer overflows

BackWeb 'LiteInstActivator.dll' ActiveX Control Buffer Overflow Vulnerability
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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