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Summary

CVE CVE-2008-0958

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-29 16:32:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description Multiple stack-based buffer overflows in the Online Media Technologies NCTSoft NCTAudioGrabber2 ActiveX control in NCTAudioGrabber2.dll allow remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nctsoft Nctaudioeditor Activex Control All All All All

Application Nctsoft Nctaudioeditor Activex Control All All All All

References

Reference

Easy Audio Redactor NCTSoft ActiveX Controls Buffer Overflow Vulnerabilities - Advisories - Secunia

Total Audio Capture NCTAudioInformation2.dll ActiveX Control Buffer Overflow - Advisories - Secunia

Total Audio Recorder and Editor NCTSoft ActiveX Controls Buffer Overflow Vulnerabilities - Advisories - Secunia

IBM X-Force Exchange

My Phone Files Media Studio NCTSoft ActiveX Controls Buffer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Audio Editor Plus NCTAudioInformation2.dll ActiveX Control Buffer Overflow - Advisories - Secunia

VU#656593 - Online Media Technologies NCTSoft NCTAudioGrabber2 ActiveX stack buffer overflows

NCTSoft NCTAudioEditor NCTAudioGrabber2 ActiveX Control Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2008-0958/mitre
https://cve.report/CVE-2008-0958/nist
https://cve.report/CVE-2008-0958/cve_org
https://cve.report/api/cve/CVE-2008-0958.json
https://cve.report/CVE-2008-0958.pdf
http://cve.report/vendor/nctsoft
http://cve.report/software/nctsoft/nctaudioeditor_activex_control
http://cve.report/vendor/nctsoft
http://cve.report/software/nctsoft/nctaudioeditor_activex_control
http://secunia.com/advisories/30454
http://secunia.com/advisories/30451
http://secunia.com/advisories/30453
https://exchange.xforce.ibmcloud.com/vulnerabilities/42678
http://secunia.com/advisories/30452
http://www.vupen.com/english/advisories/2008/1669
http://secunia.com/advisories/30458
http://www.kb.cert.org/vuls/id/656593
http://secunia.com/advisories/30414
https://www.cve.org/CVERecord?id=CVE-2008-0958
https://nvd.nist.gov/vuln/detail/CVE-2008-0958


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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