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Summary

CVE CVE-2008-0960

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-10 18:32:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description SNMPv3 HMAC verification in (1) Net-SNMP 5.2.x before 5.2.4.1, 5.3.x before 5.3.2.1, and 5.4.x before 5.4.1.1; (2) UCD-SNMP; (3) eCos; (4) Juniper Session and Resource Control (SRC) C-series 1.0.0 through 2.0.0; (5) NetApp (aka Network Appliance) Data ONTAP 7.3RC1 and 7.3RC2; (6) SNMP Research before 16.2; (7) multiple Cisco IOS, CatOS, ACE, and Nexus products; (8) Ingate Firewall 3.1.0 and later and SIParator 3.1.0 and later; (9) HP OpenView SNMP Emanate Master Agent 15.x; and possibly other products relies on the client to specify the HMAC length, which makes it easier for remote attackers to bypass SNMP authentication via a length value of 1, which only checks the first byte.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ace 10 6504 Bundle With 4 Gbps Throughput All All All All

Hardware Cisco Ace 10 6504 Bundle With 4 Gbps Throughput All All All All

Hardware Cisco Ace 10 6509 Bundle With 8 Gbps Throughput All All All All

Hardware Cisco Ace 10 6509 Bundle With 8 Gbps Throughput All All All All

Hardware Cisco Ace 10 Service Module All All All All

Hardware Cisco Ace 10 Service Module All All All All

Hardware Cisco Ace 20 6504 Bundle With 4gbps Throughput All All All All

Hardware Cisco Ace 20 6504 Bundle With 4gbps Throughput All All All All

Hardware Cisco Ace 20 6509 Bundle With 8gbps Throughput All All All All

Hardware Cisco Ace 20 6509 Bundle With 8gbps Throughput All All All All

Hardware Cisco Ace 20 Service Module All All All All

Hardware Cisco Ace 20 Service Module All All All All

Hardware Cisco Ace 4710 All All All All

Hardware Cisco Ace 4710 All All All All

Hardware Cisco Ace Xml Gateway 5.2 All All All

Hardware Cisco Ace Xml Gateway 6.0 All All All

Hardware Cisco Ace Xml Gateway 5.2 All All All
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Hardware Cisco Ace Xml Gateway 5.2 All All All

Hardware Cisco Ace Xml Gateway 6.0 All All All

Operating System Cisco Catos 7.1.1 All All All

Operating System Cisco Catos 7.3.1 All All All

Operating System Cisco Catos 7.4.1 All All All

Operating System Cisco Catos 8.3 All All All

Operating System Cisco Catos 7.1.1 All All All

Operating System Cisco Catos 7.3.1 All All All

Operating System Cisco Catos 7.4.1 All All All

Operating System Cisco Catos 8.3 All All All

Operating System Cisco Cisco Ios 12.0 s All All

Operating System Cisco Cisco Ios 12.0 sy All All

Operating System Cisco Cisco Ios 12.1 e All All

Operating System Cisco Cisco Ios 12.2 ewa All All

Operating System Cisco Cisco Ios 12.2 jk All All

Operating System Cisco Cisco Ios 12.2 sb All All

Operating System Cisco Cisco Ios 12.2 sg All All

Operating System Cisco Cisco Ios 12.2 sga All All

Operating System Cisco Cisco Ios 12.2 sra All All

Operating System Cisco Cisco Ios 12.2 srb All All

Operating System Cisco Cisco Ios 12.2 src All All

Operating System Cisco Cisco Ios 12.2 sxb All All

Operating System Cisco Cisco Ios 12.2 sxd All All

Operating System Cisco Cisco Ios 12.2 sxf All All

Operating System Cisco Cisco Ios 12.2 zl All All

Operating System Cisco Cisco Ios 12.2 zy All All

Operating System Cisco Cisco Ios 12.3 All All All

Operating System Cisco Cisco Ios 12.3 b All All

Operating System Cisco Cisco Ios 12.3 ja All All

Operating System Cisco Cisco Ios 12.3 jeb All All

Operating System Cisco Cisco Ios 12.3 jk All All

Operating System Cisco Cisco Ios 12.3 jl All All

Operating System Cisco Cisco Ios 12.3 jx All All

Operating System Cisco Cisco Ios 12.3 t All All

Operating System Cisco Cisco Ios 12.3 xa All All

Operating System Cisco Cisco Ios 12.3 xg All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ace_xml_gateway
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/catos
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/cisco_ios


Operating System Cisco Cisco Ios 12.3 xi All All

Operating System Cisco Cisco Ios 12.3 xk All All

Operating System Cisco Cisco Ios 12.3 xr All All

Operating System Cisco Cisco Ios 12.3 yf All All

Operating System Cisco Cisco Ios 12.3 yi All All

Operating System Cisco Cisco Ios 12.3 yt All All

Operating System Cisco Cisco Ios 12.3 yx All All

Operating System Cisco Cisco Ios 12.4 All All All

Operating System Cisco Cisco Ios 12.4 t All All

Operating System Cisco Cisco Ios 12.4 xa All All

Operating System Cisco Cisco Ios 12.4 xc All All

Operating System Cisco Cisco Ios 12.4 xd All All

Operating System Cisco Cisco Ios 12.4 xe All All

Operating System Cisco Cisco Ios 12.4 xj All All

Operating System Cisco Cisco Ios 12.4 xw All All

Operating System Cisco Cisco Ios 12.0 s All All

Operating System Cisco Cisco Ios 12.0 sy All All

Operating System Cisco Cisco Ios 12.1 e All All

Operating System Cisco Cisco Ios 12.2 ewa All All

Operating System Cisco Cisco Ios 12.2 jk All All

Operating System Cisco Cisco Ios 12.2 sb All All

Operating System Cisco Cisco Ios 12.2 sg All All

Operating System Cisco Cisco Ios 12.2 sga All All

Operating System Cisco Cisco Ios 12.2 sra All All

Operating System Cisco Cisco Ios 12.2 srb All All

Operating System Cisco Cisco Ios 12.2 src All All

Operating System Cisco Cisco Ios 12.2 sxb All All

Operating System Cisco Cisco Ios 12.2 sxd All All

Operating System Cisco Cisco Ios 12.2 sxf All All

Operating System Cisco Cisco Ios 12.2 zl All All

Operating System Cisco Cisco Ios 12.2 zy All All

Operating System Cisco Cisco Ios 12.3 All All All

Operating System Cisco Cisco Ios 12.3 b All All

Operating System Cisco Cisco Ios 12.3 ja All All

Operating System Cisco Cisco Ios 12.3 jeb All All

Operating System Cisco Cisco Ios 12.3 jk All All
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Operating System Cisco Cisco Ios 12.3 jk All All

Operating System Cisco Cisco Ios 12.3 jl All All

Operating System Cisco Cisco Ios 12.3 jx All All

Operating System Cisco Cisco Ios 12.3 t All All

Operating System Cisco Cisco Ios 12.3 xa All All

Operating System Cisco Cisco Ios 12.3 xg All All

Operating System Cisco Cisco Ios 12.3 xi All All

Operating System Cisco Cisco Ios 12.3 xk All All

Operating System Cisco Cisco Ios 12.3 xr All All

Operating System Cisco Cisco Ios 12.3 yf All All

Operating System Cisco Cisco Ios 12.3 yi All All

Operating System Cisco Cisco Ios 12.3 yt All All

Operating System Cisco Cisco Ios 12.3 yx All All

Operating System Cisco Cisco Ios 12.4 All All All

Operating System Cisco Cisco Ios 12.4 t All All

Operating System Cisco Cisco Ios 12.4 xa All All

Operating System Cisco Cisco Ios 12.4 xc All All

Operating System Cisco Cisco Ios 12.4 xd All All

Operating System Cisco Cisco Ios 12.4 xe All All

Operating System Cisco Cisco Ios 12.4 xj All All

Operating System Cisco Cisco Ios 12.4 xw All All

Operating System Cisco Ios 10.0 All All All

Operating System Cisco Ios 11.0 All All All

Operating System Cisco Ios 11.1 All All All

Operating System Cisco Ios 11.3 All All All

Operating System Cisco Ios 12.2 All All All

Operating System Cisco Ios 10.0 All All All

Operating System Cisco Ios 11.0 All All All

Operating System Cisco Ios 11.1 All All All

Operating System Cisco Ios 11.3 All All All

Operating System Cisco Ios 12.2 All All All

Operating System Cisco Ios Xr 2.0 All All All

Operating System Cisco Ios Xr 3.0 All All All

Operating System Cisco Ios Xr 3.2 All All All

Operating System Cisco Ios Xr 3.3 All All All

Operating System Cisco Ios Xr 3.4 All All All
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Operating System Cisco Ios Xr 3.5 All All All

Operating System Cisco Ios Xr 3.6 All All All

Operating System Cisco Ios Xr 3.7 All All All

Operating System Cisco Ios Xr 2.0 All All All

Operating System Cisco Ios Xr 3.0 All All All

Operating System Cisco Ios Xr 3.2 All All All

Operating System Cisco Ios Xr 3.3 All All All

Operating System Cisco Ios Xr 3.4 All All All

Operating System Cisco Ios Xr 3.5 All All All

Operating System Cisco Ios Xr 3.6 All All All

Operating System Cisco Ios Xr 3.7 All All All

Hardware Cisco Mds 9120 All All All All

Hardware Cisco Mds 9120 All All All All

Hardware Cisco Mds 9124 All All All All

Hardware Cisco Mds 9124 All All All All

Hardware Cisco Mds 9134 All All All All

Hardware Cisco Mds 9134 All All All All

Hardware Cisco Mds 9140 All All All All

Hardware Cisco Mds 9140 All All All All

Operating System Cisco Nx Os 4.0 All All All

Operating System Cisco Nx Os 4.0.1 a All All

Operating System Cisco Nx Os 4.0.2 All All All

Operating System Cisco Nx Os 4.0 All All All

Operating System Cisco Nx Os 4.0.1 a All All

Operating System Cisco Nx Os 4.0.2 All All All

Operating System Ecos Sourceware Ecos 1.1 All All All

Operating System Ecos Sourceware Ecos 1.2.1 All All All

Operating System Ecos Sourceware Ecos 1.3.1 All All All

Operating System Ecos Sourceware Ecos 2.0 All All All

Operating System Ecos Sourceware Ecos 2.0 b1 All All

Operating System Ecos Sourceware Ecos 1.1 All All All

Operating System Ecos Sourceware Ecos 1.2.1 All All All

Operating System Ecos Sourceware Ecos 1.3.1 All All All

Operating System Ecos Sourceware Ecos 2.0 All All All

Operating System Ecos Sourceware Ecos 2.0 b1 All All
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Hardware Ingate Ingate Firewall 2.2.0 All All All

Hardware Ingate Ingate Firewall 2.2.1 All All All

Hardware Ingate Ingate Firewall 2.2.2 All All All

Hardware Ingate Ingate Firewall 2.3.0 All All All

Hardware Ingate Ingate Firewall 2.4.0 All All All

Hardware Ingate Ingate Firewall 2.4.1 All All All

Hardware Ingate Ingate Firewall 2.5.0 All All All

Hardware Ingate Ingate Firewall 2.6.0 All All All

Hardware Ingate Ingate Firewall 2.6.1 All All All

Hardware Ingate Ingate Firewall 3.0.2 All All All

Hardware Ingate Ingate Firewall 3.1.0 All All All

Hardware Ingate Ingate Firewall 3.1.1 All All All

Hardware Ingate Ingate Firewall 3.1.3 All All All

Hardware Ingate Ingate Firewall 3.1.4 All All All

Hardware Ingate Ingate Firewall 3.2.0 All All All

Hardware Ingate Ingate Firewall 3.2.1 All All All

Hardware Ingate Ingate Firewall 3.2.2 All All All

Hardware Ingate Ingate Firewall 3.3.1 All All All

Hardware Ingate Ingate Firewall 4.1.0 All All All

Hardware Ingate Ingate Firewall 4.1.3 All All All

Hardware Ingate Ingate Firewall 4.2.1 All All All

Hardware Ingate Ingate Firewall 4.2.2 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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