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Summary

CVE CVE-2008-0965

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-08 18:41:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Multiple format string vulnerabilities in snoop on Sun Solaris 8 through 10 and OpenSolaris before snv_96, when the -o option is omitted, allow remote attackers to execute arbitrary code via format string specifiers in an SMB packet.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris All All All All

Operating System Sun Opensolaris All All sparc All

Operating System Sun Opensolaris All All x86 All

Operating System Sun Opensolaris build_snv_01 All All All

Operating System Sun Opensolaris build_snv_02 All All All

Operating System Sun Opensolaris build_snv_13 All All All

Operating System Sun Opensolaris build_snv_19 All All All

Operating System Sun Opensolaris build_snv_22 All All All

Operating System Sun Opensolaris build_snv_64 All All All

Operating System Sun Opensolaris build_snv_88 All All All

Operating System Sun Opensolaris build_snv_89 All All All

Operating System Sun Opensolaris build_snv_91 All All All

Operating System Sun Opensolaris build_snv_92 All All All

Operating System Sun Opensolaris All All All All

Operating System Sun Opensolaris All All sparc All

Operating System Sun Opensolaris All All x86 All

Operating System Sun Opensolaris build_snv_01 All All All
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Operating System Sun Opensolaris build_snv_01 All All All

Operating System Sun Opensolaris build_snv_02 All All All

Operating System Sun Opensolaris build_snv_13 All All All

Operating System Sun Opensolaris build_snv_19 All All All

Operating System Sun Opensolaris build_snv_22 All All All

Operating System Sun Opensolaris build_snv_64 All All All

Operating System Sun Opensolaris build_snv_88 All All All

Operating System Sun Opensolaris build_snv_89 All All All

Operating System Sun Opensolaris build_snv_91 All All All

Operating System Sun Opensolaris build_snv_92 All All All

Operating System Sun Opensolaris All All All All

Operating System Sun Solaris 10 All sparc All

Operating System Sun Solaris 10 All x86 All

Operating System Sun Solaris 8 All sparc All

Operating System Sun Solaris 8 All x86 All

Operating System Sun Solaris 9 All sparc All

Operating System Sun Solaris 9 All x86 All

Operating System Sun Solaris 10 All sparc All

Operating System Sun Solaris 10 All x86 All

Operating System Sun Solaris 8 All sparc All

Operating System Sun Solaris 8 All x86 All

Operating System Sun Solaris 9 All sparc All

Operating System Sun Solaris 9 All x86 All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.9 All All All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.9 All All All

References

Reference Source Link

Sun Solaris "snoop" Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

support.nortel.com/go/main.jsp CONFIRM support.nortel.com

Repository / Oval Repository OVAL oval.cisecurity.org

240101 SUNALERT sunsolve.sun.com

20080804 Solaris snoop SMB Decoding Multiple Format String Vulnerabilities IDEFENSE labs.idefense.com
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20080804 Solaris snoop SMB Decoding Multiple Format String Vulnerabilities IDEFENSE labs.idefense.com

ASA-2008-355 (SUN 240101) CONFIRM support.avaya.com

Sun Solaris 'snoop(1M)' Utility Multiple Remote Vulnerabilities BID www.securityfocus.com

Avaya CMS Solaris "snoop" Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Solaris 'snoop' Utility Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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