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CVE CVE-2008-1078
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-29 02:44:00 UTC
Updated 2023-11-07 02:01:00 UTC
Description expn in the am-utils and net-fs packages for Gentoo, rPath Linux, and other distributions, allows local users to overwrite art
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Operating System Rpath Rpath Linux All All All All

Operating System Rpath Rpath Linux All All All All

Reference Source Link Te
Gentoo update for am-utils - Advisories - Secunia SECUNIA  secunia.com Ve
rPath update for am-utils - Advisories - Secunia SECUNIA  secunia.com Ve
Gentoo Bug 210158 - net-fs/am-utils <6.1.5 insecure creation of temporary file (CVE-2008-1078) CONFIRM  bugs.gentoo.org B
Berkeley Automounter Suite of Utilities "expn" Insecure Temporary File - Advisories - Secunia SECUNIA  secunia.com Ve
SecurityFocus BUGTRAQ www.securityfocus.com
Advisories:rPSA-2008-0088 - rPath Wiki CONFIRM  wiki.rpath.com

am-utils 'expn' Insecure Temporary File Creation Vulnerability BID www.securityfocus.com
About Secunia Research | Flexera SECUNIA  secunia.com Ve
am-utils: Insecure temporary file creation — Gentoo Linux Documentation GENTOO  www.gentoo.org
issues.rpath.com/browse/RPL-2255 CONFIRM issues.rpath.com
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https://cve.report/CVE-2008-1078/mitre
https://cve.report/CVE-2008-1078/nist
https://cve.report/CVE-2008-1078/cve_org
https://cve.report/CVE-2008-1078.pdf
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/rpath
http://cve.report/software/rpath/rpath_linux
http://cve.report/vendor/rpath
http://cve.report/software/rpath/rpath_linux
http://secunia.com/advisories/29694
http://secunia.com/advisories/29187
http://bugs.gentoo.org/show_bug.cgi?id=210158
http://secunia.com/advisories/29144
http://www.securityfocus.com/archive/1/488931/100/0/threaded
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0088
http://www.securityfocus.com/bid/28044
http://secunia.com/advisories/33400
http://www.gentoo.org/security/en/glsa/glsa-200804-09.xml
https://issues.rpath.com/browse/RPL-2255

[SECURITY] Fedora 9 Update: am-utils-6.1.5-8.1.fc9 FEDORA  www.redhat.com
CVE Program record CVE.ORG  www.cve.org ce
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-03-04 Joshua Bressers The risks associated with fixing this bug are greater than the low severity security risk.We th
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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