CVE-2008-1093

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2008-1093
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-18 15:04:27 UTC
Updated 2026-04-23 00:35:47 UTC
Description Acresso InstallShield Update Agent does not properly verify the authenticity of Rule Scripts obtained from GetRules.asp we

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Acresso Flexnet Connect All All All All


https://cve.report/
https://cve.report/CVE-2008-1093/mitre
https://cve.report/CVE-2008-1093/nist
https://cve.report/CVE-2008-1093/cve_org
https://cve.report/api/cve/CVE-2008-1093.json
https://cve.report/CVE-2008-1093.pdf
http://cve.report/vendor/acresso
http://cve.report/software/acresso/flexnet_connect

Application Acresso Intallshield Update Agent All All All

All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Acresso FLEXnet Connect 'GetRules.asp' Remote Code Execution Vulnerability

FLEXnet Connect/InstallShield Update Agent Lets Remote Users Execute Arbitrary Code - SecurityTracker
SecurityFocus

FlexNET Connect Insecure Script Execution Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Error 404 (Not Found)!!1

SecurityReason - InstallShield Update Agent - Downloads and executes "Rule Scripts" insecurely.

VU#837092 - InstallShield / Macrovision / Acresso FLEXnet Connect insecurely retrieves and executes scripts

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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