VE-2008-11

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2008-1109
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-06-04 20:32:00 UTC
Updated 2017-09-29 01:30:00 UTC
Description Heap-based buffer overflow in Evolution 2.22.1 allows user-assisted remote attackers to execute arbitrary code via a long [

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Gnome Evolution 2.22.1 All All
Application Gnome Evolution 2.22.1 All All

Language
All

All
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Repository / Oval Repository
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USN-615-1: Evolution vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2008:111 | Mandriva

Support | Red Hat
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Evolution: User-assisted execution of arbitrary code — Gentoo Linux Documentation GENTOO S¢
[SECURITY] Fedora 9 Update: evolution-2.22.2-2.fc9 FEDORA w
Evolution Buffer Overflow in Replying to iCalendar Requests Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK w
[SECURITY] Fedora 8 Update: evolution-2.12.3-5.fc8 FEDORA w
Support | Red Hat REDHAT w
Evolution iCalendar Two Buffer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA S¢
Ubuntu update for evolution - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA S¢
SUSE update for evolution - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA S¢
Gnome Evolution iCalendar Multiple Buffer Overflow Vulnerabilities BID w
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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