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Summary

CVE CVE-2008-1110

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-29 19:44:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description Buffer overflow in demuxers/demux_asf.c (aka the ASF demuxer) in the xineplug_dmx_asf.so plugin in xine-lib before 1.1.10 allows remote attackers to execute arbitrary code or cause a denial of service (crash) via a crafted ASF header. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xine Xine-lib All All All All

Application Xine Xine-plugin All All All All

References

Reference Source Link

xine - A Free Video Player - Security (XSA) CONFIRM xinehq.de

Gentoo Bug 208100 - media-libs/xine-lib <1.1.10 ASF Header Buffer overflow (CVE-2008-1110) CONFIRM bugs.gentoo.org

USN-635-1: xine-lib vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Libxine <= 1.14 MPEG Stream Buffer Overflow Vulnerability PoC EXPLOIT-DB www.exploit-db.com

Gentoo update for xine-lib - Advisories - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:178 | Mandriva MANDRIVA www.mandriva.com

hg.debian.org/hg/xine-lib/xine-lib hg.debian.org

xine-lib: User-assisted execution of arbitrary code — Gentoo Linux Documentation GENTOO security.gentoo.org

SourceForge.net: Files CONFIRM sourceforge.net

hg.debian.org/hg/xine-lib/xine-lib CONFIRM hg.debian.org

Ubuntu update for xine-lib - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

https://cve.report/
https://cve.report/CVE-2008-1110/mitre
https://cve.report/CVE-2008-1110/nist
https://cve.report/CVE-2008-1110/cve_org
https://cve.report/CVE-2008-1110.pdf
http://cve.report/vendor/xine
http://cve.report/software/xine/xine-lib
http://cve.report/vendor/xine
http://cve.report/software/xine/xine-plugin
http://xinehq.de/index.php/security
http://bugs.gentoo.org/show_bug.cgi?id=208100
http://www.ubuntu.com/usn/usn-635-1
https://www.exploit-db.com/exploits/1641
http://secunia.com/advisories/29141
http://www.mandriva.com/security/advisories?name=MDVSA-2008:178
http://hg.debian.org/hg/xine-lib/xine-lib?cmd=changeset%253Bnode=fb6d089b520dca199ef16a046da28c50c984c2d2%253Bstyle=gitweb
http://security.gentoo.org/glsa/glsa-200802-12.xml
http://sourceforge.net/project/shownotes.php?group_id=9655&release_id=571608
http://hg.debian.org/hg/xine-lib/xine-lib?cmd=changeset;node=fb6d089b520dca199ef16a046da28c50c984c2d2;style=gitweb
http://secunia.com/advisories/31393
https://exchange.xforce.ibmcloud.com/vulnerabilities/41019


xine - A Free Video Player - News CONFIRM xinehq.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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