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Summary

CVE CVE-2008-1118

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-14 20:44:00 UTC

Updated 2018-10-11 20:29:00 UTC

Description Timbuktu Pro 8.6.5 for Windows, and possibly 8.7 for Mac OS X, does not perform input validation before logging information fields taken from packets from a remote peer, which allows remote attackers to generate crafted log entries, and possibly avoid detection of attacks, via modified (1) computer name, (2) user name, and (3) IP address fields.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netopia Timbuktu Pro 8.6.5 All windows All

Application Netopia Timbuktu Pro 8.6.5 All windows All

References

Reference

Core Security | Cyber Threat Prevention & Identity Governance

Motorola Timbuktu Pro 8.6.5/8.7 Path Traversal / Log Injection Exploit

IBM X-Force Exchange

SecurityFocus

Timbuktu Pro File Upload and Log Input Manipulation Vulnerabilities

SecurityReason - Timbuktu Pro Remote Path Traversal and Log Injection

Motorola Timbuktu Pro Denial of Service and Directory Traversal Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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