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The Utils::runScripts function in src/utils.cpp in vdcecm 0.92 through 0.10.0 in SynCE (SynCE-dccm) allows remote attackers

Risk And Classification
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Problem Types: CWE-94 | CWE-20

NVD Known Affected Configurations (CPE 2.3)
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References
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SecurityFocus

Vendor Product Version Update
Synce Synce 0.10.0 All
Synce Synce 0.92 All
Synce Synce 0.10.0 All
Synce Synce 0.92 All

Fedora update for vdccm - Advisories - Secunia

IBM X-Force Exchange

SynCE 'vdccm' Daemon Remote Command Injection Vulnerability
SynCE Remote Command Injection - CXSecurity.com

Core Security | Cyber Threat Prevention & Identity Governance

SourceForge.net: News: vdccm 0.10.1 released
[SECURITY] Fedora 8 Update: vdccm-0.10.1-1.fc8

SynCE 'vdccm' Daemon Remote Unspecified Denial Of Service Vulnerability
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All
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SynCE vdcem Denial of Service and Command Injection - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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http://cve.report/software/synce/synce
http://www.securityfocus.com/archive/1/485884/100/0/threaded
http://secunia.com/advisories/29285
https://exchange.xforce.ibmcloud.com/vulnerabilities/39506
http://www.securityfocus.com/bid/27178
http://securityreason.com/securityalert/3710
http://www.coresecurity.com/?action=item&id=2070
http://secunia.com/advisories/29228
http://sourceforge.net/forum/forum.php?forum_id=766440
https://www.redhat.com/archives/fedora-package-announce/2008-March/msg00131.html
http://www.securityfocus.com/bid/28141
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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