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Summary

CVE CVE-2008-1145

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-04 23:44:00 UTC

Updated 2023-08-01 18:58:00 UTC

Description Directory traversal vulnerability in WEBrick in Ruby 1.8 before 1.8.5-p115 and 1.8.6-p114, and 1.9 through 1.9.0-1, when running on systems that support backslash (\) path separators or case-insensitive file names, allows remote attackers to access arbitrary files via (1) "..%5c" (encoded backslash) sequences or (2) filenames that match patterns in the :NondisclosureName option.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 7 All All All

Operating System Fedoraproject Fedora 8 All All All

Application Ruby-lang Ruby All All All All

Application Ruby-lang Ruby 1.9.0 All All All

Application Ruby-lang Ruby 1.9.0.1 All All All

Application Ruby-lang Webrick - All All All

Application Webrick Webrick All All All All

Application Webrick Webrick All All All All

Application Webrick Webrick All All All All

Application Webrick Webrick All All All All

Application Webrick Webrick All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-12-04 Mark J Cox This issue was addressed in affected versions of Ruby as shipped in Red Hat Enterprise Linux 4 and 5 via: https://rhn.redhat.com/errata/RHSA-2008-0897.html

There are currently no legacy QID mappings associated with this CVE.
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