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Summary

CVE CVE-2008-1149

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-04 23:44:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description phpMyAdmin before 2.11.5 accesses $_REQUEST to obtain some parameters instead of $_GET and $_POST, which allows attackers in the same domain to override certain variables and conduct SQL injection and Cross-Site Request Forgery (CSRF) attacks by using crafted cookies.

Risk And Classification

Problem Types: CWE-352 | CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0 beta1 All All

Application Phpmyadmin Phpmyadmin 2.11.0 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4 rc1 All All
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Application Phpmyadmin Phpmyadmin 2.11.4 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0 beta1 All All

Application Phpmyadmin Phpmyadmin 2.11.0 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 rc1 All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4 rc1 All All

Application Phpmyadmin Phpmyadmin All All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

phpMyAdmin "$_REQUEST" SQL Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

phpMyAdmin: SQL injection vulnerability — Gentoo Linux Documentation GENTOO www.gentoo.org

Debian update for phpmyadmin - Advisories - Secunia SECUNIA secunia.com

SUSE update for phpMyAdmin and lighttpd - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 7 Update: phpMyAdmin-2.11.5-1.fc7 FEDORA www.redhat.com

phpMyAdmin > Security | MySQL Database Administration Tool | www.phpmyadmin.net CONFIRM www.phpmyadmin.net

[SECURITY] Fedora 8 Update: phpMyAdmin-2.11.5-1.fc8 FEDORA www.redhat.com

Fedora update for phpMyAdmin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SUSE update for moodle and phpMyAdmin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1557-1 phpmyadmin DEBIAN www.debian.org

Support / Security / Advisories / / MDVSA-2008:131 | Mandriva MANDRIVA www.mandriva.com

phpMyAdmin '$_REQUEST' SQL Injection Vulnerability BID www.securityfocus.com
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phpMyAdmin '$_REQUEST' SQL Injection Vulnerability BID www.securityfocus.com

Fedora update for phpMyAdmin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Gentoo update for phpmyadmin - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:026 SUSE lists.opensuse.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:003 SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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